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DAGORDNING – KÅRSTYRELSEN | SIDA 1/2 

Dagordning: Kårstyrelsemöte 8 
verksamhetsåret 2022/23 

Datum: 23-02-16 
Tid: 09.00 
Plats: Studenternas hus, Viktor Rydbergsrummet  
Kallade: Kårstyrelsen 2022/23, kallelse@gota.gu.se  

 

§ Ärende Föredragande 
 

1 Preliminärer       

   
1.1 Mötets öppnande och behöriga utlysande Leonardo Rhedin 
   
1.2 Val av mötesordförande, mötessekreterare och 

protokolljusterare  
Leonardo Rhedin 

   
1.3 Godkännande av föredragningslistan Leonardo Rhedin 
   
1.4 Adjungeringar Leonardo Rhedin 
   
1.5 Avsägelser Leonardo Rhedin 
   
1.6 Föregående mötesprotokoll Leonardo Rhedin 
   
1.7 Sluttid idag Leonardo Rhedin 

 

2 Rapporter        
   
2.1 Rapport från presidiet*  Leonardo Rhedin 
   
2.2 Rapport presidiebeslut Leonardo Rhedin 
   
2.3 Omvärldsbevakning* Emma Johansson 
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Valärenden        

   
 Inga valärenden föreligger.   

 

4 Beslutsärenden          
   
4.1 Göta studentkårs delegation på SFS-FUM Leonardo Rhedin 

 

5 Diskussionsärenden          
   
5.1 Halvårsrapport verksamhetsrevisor – åtgärder  Leonardo Rhedin 
   
5.2 Tillfälligt medlemskap  Kim Öst 
   
5.3 SFS medlemsmöte Leonardo Rhedin 

 

6 Övriga frågor  

   
 Inga övriga frågor föreligger.   

 

7 Mötets avslutande  

   
7.1 Mötesutvärdering Mötesordföranden 
   
7.2 Nästa möte Mötesordföranden 
   
7.3 Mötets avslutande Mötesordföranden 

 
*punkten föredras muntligt.  
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Protokoll: Kårstyrelsemöte 7 
Verksamhetsåret 2022/23 

 

Datum: 2023-01-16 
Tid: 09.00 
Plats: Studenternas hus, Viktor Rydbergsrummet  
Kallade: Kårstyrelsen 22/23, kallelse@gota.gu.se 
Närvarande: Leonardo Rhedin*, Andreé Lindahl*, Theodor Johansson*, Ellen Holm*, 
Hampus Lundh*, Charlotta Pettersson* (tillkom 09.42), Christian Udd (fram till och med 
09.25). Anneli Arohlén, Adnan Jordamovic (från och med 11.20 till och med 11.51). 
Röstlängd: 6 närvarande röstberättigade ledamöter.  
                                                                                                                                                                   *=Röstberättigade 

 

§ 1 Preliminärer 

  

§ 1.1 Mötets öppnande och behöriga utlysande  
Föredragande: Leonardo Rhedin 

  
Leonardo Rhedin öppnar mötet klockan 
09.11.  

Kårstyrelsen beslutar 
 
att anse mötet behörigen utlyst.  

  

§ 1.2 Val av mötesordförande, mötessekreterare och protokolljusterare  
Föredragande: Leonardo Rhedin 

  
Förslag till beslut 
 
att välja Leonardo Rhedin till 
mötesordförande. 
 
att välja Anneli Arohlén till 
mötessekreterare.  

Kårstyrelsen beslutar 
 
att välja Leonardo Rhedin till 
mötesordförande. 
 
att välja Anneli Arohlén till 
mötessekreterare.  
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att välja Ellen Holm till justerare av dagens 
protokoll. 

 
att välja Ellen Holm till justerare av dagens 
protokoll. 

  

§ 1.3 Godkännande av föredragningslistan  
Föredragande: Leonardo Rhedin 

  
Förslag till beslut 
 
att godkänna föredragningslistan. 
 
Theodor Johansson yrkar  
 
att behandla valärenden direkt efter 
preliminärerna.     

Kårstyrelsen beslutar 
 
att godkänna föredragningslistan med 
ändringar.  

  

§ 1.4 Adjungeringar  
Föredragande: Leonardo Rhedin 

  
Förslag till beslut 
 
att hålla ett öppet möte.  

Kårstyrelsen beslutar 
 
att hålla ett öppet möte.  

  

§ 1.5 Avsägelser  
Föredragande: Leonardo Rhedin 

  
Följande personer har avsagt sig ett 
uppdrag utsett av Kårstyrelsen: 
 

> Ellen Holm, Ledamot i GUS styrelse 

Följande personer har avsagt sig ett 
uppdrag inom Göta studentkår: 
 

>  Beatrice Hedly, talmanssuppleant 

Förslag till beslut 
 
att lägga avsägelsen till handlingarna.  

Kårstyrelsen beslutar 
 
att lägga avsägelsen till handlingarna. 
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§ 1.6 Föregående mötesprotokoll 
Föredragande: Leonardo Rhedin 

  
Förslag till beslut 
 
att lägga protokollet för kårstyrelsemöte 6 
till handlingarna.  

Kårstyrelsen beslutar 
 
att lägga protokollen för kårstyrelsemöte 6 
till handlingarna.  

  

§ 1.7 Sluttid idag   
Föredragande: Leonardo Rhedin 

  
Förslag till beslut 
 
att sikta på 12.00. 

Kårstyrelsen beslutar 
 
att sikta på 12.00. 

 

§ 2 Rapporter 

  

§ 2.1 Rapport från presidiet* 
Föredragande: Leonardo Rhedin 

  
Presidiet har haft möte med Tobias 
Karlsson kring canvasfrågan som 
diskuterades på rektorsfrukosten. Han 
undrade vad studentkåren ville ha ut av 
canvas och berättade att planen är att 
allting ska utgå från canvas och vara 
sammankopplat till studentportalen. Om 
Göta studentkår har fler önskemål kring 
utvecklingen av Canvasfrågan eller 
studentportalen så är vi väldigt välkomna 
att höra av oss till Tobias då han arbetar 
med just utvecklingen av dessa.  
 
Leonardo har vidare deltagit på workshop 
med GUS där de bland annat tog upp 
frågan kring vårdcentralen som GFS har 
arbetat med. Göteborgs universitetet sa 
direkt nej till att finansiera vårdcentralen. 

Kårstyrelsen beslutar 
 
att lägga rapporten till handlingarna.  
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Leonardo förde också fram att det är 
jätteviktigt att Göteborgs universitet 
samarbetar nära med regionen, för att det 
ska bli enkelt för studenterna när det 
kommer till alla frågor relaterat till 
studenthälsa.  
 
Vidare har Leonardo arbetat med att skriva 
om uppdragsbeskrivningarna och 
förberett lite för SFS medlemsmöte.  
 
Personalfrågor: 
Leonardo och Anna har kommit överens 
om att hon under resterande del av 
verksamhetsåret ska gå upp och arbeta 
på 100%, istället för de ordinarie 90%. Efter 
verksamhetsårets slut ska detta 
utvärderas.  
 
Leonardo och Emelie har även pratat om 
att Emelie ska gå upp från 80% till 90%, men 
det är inte helt klart ännu.  
 
Förslag till beslut 
 
att lägga rapporten till handlingarna.  
  

§ 2.2 Rapport presidiebeslut* 
Föredragande: Leonardo Rhedin  

  
Presidiet har tagit beslut om att finansiera 
en RUS-utbildning som Kim och 
representanter från föreningarna deltagit i 
för ca 29 000 kronor. 
 
Andreé Lindahl skickar med att framöver 
ska presidiebeslut komma ut som skriftliga 
handlingar inför varje kårstyrelsemöte.  
 
Förslag till beslut 

Charlotta Pettersson justeras in. 
Röstlängden består nu av 6 personer.  
 
Kårstyrelsen beslutar 
 
att lägga rapporten till handlingarna. 
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att lägga rapporten till handlingarna. 
  

§ 2.3 Omvärldsbevakning* 
Föredragande: Emma Johansson 

  
Det har varit en hel del diskussioner kring 
fribeloppet samt studenters återhämtning. 
Främst i form av ett antal debattartiklar.  
 
Inför nästa rektorsval ska processen för 
valet ses över och troligtvis reformeras. 

 
Det har kommit en inbjudan till ett 
panelsamtal för studenters psykiska hälsa. 
Hampus och Ellen är intresserade av 
frågan och av att skriva ihop någonting. 
Även övriga i kårstyrelsen tycker att det 
finns intresse av frågan och bestämmer 
att de ska diskutera vidare i ett annat 
forum.  
  
Förslag till beslut 
 
att lägga rapporten till handlingarna. 

Kårstyrelsen beslutar 
 
att lägga rapporten till handlingarna. 
 
ORDNINGSFRÅGA 1 
 
Theodor Johansson yrkar 
 
att ajournera mötet i 10 minuter. 
 
Kårstyrelsen beslutar 
 
att ajournera mötet i 10 minuter.  

 

§ 3 Valärenden 

 
 

§ 3.1 Val till ledamot i GUS styrelse 
Föredragande: Leonardo Rhedin 

  
Förslag till beslut 
 
att välja Theodor Johansson till ordinarie 
ledamot i GUS styrelse för resterande del 
av verksamhetsåret 22/23. 
 
Charlotta Pettersson yrkar 
 

Theodor Johansson justerar ut sig.  
Röstlängden består nu av 5 personer.  
 
Kårstyrelsen beslutar 
 
att genomföra valet med 
handuppräckning.  
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att välja Soltan Bayramov till ordinarie 
ledamot i GUS styrelse för resterande del 
av verksamhetsåret 22/23. 
 
Leonardo Rhedin yrkar 
 
att genomföra valet med 
handuppräckning.  

 
att välja Theodor Johansson till ordinarie 
ledamot i GUS styrelse för resterande del 
av verksamhetsåret 22/23. 
 
att välja Soltan Bayramov till ordinarie 
ledamot i GUS styrelse för resterande del 
av verksamhetsåret 22/23. 
 
Theodor Johansson justerar in sig.  
Röstlängden består nu av 6 personer.  

  

§ 3.2 Val till Utbildningsvetenskapliga sektionens styrelse 
Föredragande: Theodor Johansson 

  
Förslag till beslut 
 
att välja Christian Udd till ledamot i 
Utbildningsvetenskapliga sektionsstyrelsen 
för resterande del av verksamhetsåret 
22/23.  
 
Leonardo Rhedin yrkar 
 
att genomföra valet med 
handuppräckning.  
 
  

Kårstyrelsen beslutar 
 
att genomföra valet med 
handuppräckning.  
 
att välja Christian Udd till ledamot i 
Utbildningsvetenskapliga sektionsstyrelsen 
för resterande del av verksamhetsåret 
22/23. 
 
ORDNINGSFRÅGA 2 
 
Theodor Johansson yrkar 
 
att behandla punkt 3.1 efter 
beslutsärenden. 
 
Kårstyrelen beslutar 
 
att behandla punkt 3.1 efter 
beslutsärenden. 

 

§ 4 Beslutsärenden 
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§ 4.1 Konsult för utredning kring lärarledd tid 
Föredragande: Andreé Lindahl 

  
Förslag till beslut 
 
att uppdra presidiet att anlita en konsult 
för ett maxbelopp av 150 000 SEK. 
 
att kostnaden för konsulten belastar 
budgetposten ”Verksamhetsplan & 
Strategi”. 
 
att konsultens uppgift ska vara att 
genomföra en utredning där antal 
lärarledda timmar på respektive fakultet 
sammanställs och jämförs fakulteter 
emellan. 
 
Leonardo Rhedin yrkar 
 
att offerten ska vara väl förankrad med 
kårestyrelsen innan konsult anlitas. 

Kårstyrelsen beslutar 
  
att uppdra presidiet att anlita en konsult 
för ett maxbelopp av 150 000 SEK. 
 
att offerten ska vara väl förankrad med 
kårestyrelsen innan konsult anlitas. 
 
att kostnaden för konsulten belastar 
budgetposten ”Verksamhetsplan & 
Strategi”. 
 
att konsultens uppgift ska vara att 
genomföra en utredning där antal 
lärarledda timmar på respektive fakultet 
sammanställs och jämförs fakulteter 
emellan. 

  

§ 4.2 Uppdragsbeskrivningar  
Föredragande: Leonardo Rhedin 

  
Förslag till beslut  
 
att föreslå fullmäktige att anta samtliga 
uppdragsbeskrivningar för heltidarposter 
med föreslagna ändringar. 
 
Charlotta Pettersson yrkar 
 
att arbetsmiljö faller in under 
"fördelningsbara uppgifter" i Samsek 
ordförande och vice Samsek. 
 
samt  

Kårstyrelsen beslutar 
 
att arbetsmiljö faller in under 
"fördelningsbara uppgifter" i Samsek 
ordförande och vice Samsek. 
 
att kommunikation gällande 
veckorapporteringar och skitviktigt blir vid 
behov i samtliga uppdragsbeskrivningar.  
 
att ändra första punkten under 
"Studiesocialt" i dokumentet 
"Uppdragsbeskrivning sektionsordförande" 
från "Utveckla sektionsföreningarnas 

Transaktion 09222115557486620444 Signerat AA, LR, EH



Adress 
Götabergsgatan 17 
411 34 Göteborg 

Kontakt 
031-708 44 40 
info@gota.gu.se 

Digitalt 
gotastudentkar.se 
@gotastudentkar 

 
 

 

KÅRSTYRELSEMÖTE: PROTOKOLL | SIDA 8/16 

JUSTERING AV PROTOKOLL 

att kommunikation gällande 
veckorapporteringar och skitviktigt blir vid 
behov i samtliga uppdragsbeskrivningar.  
 
Hampus Lundh yrkar 
 
att ändra första punkten under 
"Studiesocialt" i dokumentet 
"Uppdragsbeskrivning sektionsordförande" 
från "Utveckla sektionsföreningarnas 
arbete med studiesociala aktiviteter och 
finnas tillgänglig med frågor gällande 
ekonomi, lokaler etcetera" till "Utveckla 
sektionsföreningarnas verksamhet och 
finnas 
tillgänglig med frågor gällande ekonomi, 
lokaler etcetera". 

arbete med studiesociala aktiviteter och 
finnas tillgänglig med frågor gällande 
ekonomi, lokaler etcetera" till "Utveckla 
sektionsföreningarnas verksamhet och 
finnas tillgänglig med frågor gällande 
ekonomi, lokaler etcetera". 
 
att föreslå fullmäktige att anta samtliga 
uppdragsbeskrivningar för heltidarposter 
med föreslagna ändringar. 

 

§ 5 Diskussionsärenden  

  

§ 5.1 GFS - Vårdcentralen 
Föredragande: Adnan Jordamovic 

  
GFS har för avsikt att starta en all-
inkluderande vård i form av en 
studenthälsocentral, med fokus på 
preventiv eller proaktiv vård, för studenter 
vid lärosäten i Göteborg och samtidigt 
vara en grundpelare i att undersöka och 
utveckla vården för Göteborg, VGR och 
Sverige som helhet. 
 
Det finns egentligen ingen skillnad mellan 
en vårdcentral och en studentvårdcentral, 
då man inte kan prioritera en viss grupp 
med människor när det kommer till vård. 
Skillnaden är dock hur man väljer att 
marknadsföra vårdcentralen, då man i 
detta fall hade velat fokusera all 
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marknadsföring på studenter och 
akademin.  
 
Studenthälsocentralen är inte bara 
meningen att vara en vårdcentral, utan 
även hantera övriga ärenden så som 
psykisk och fysisk vård utöver det som i 
regel utövas på en ”vanlig” vårdcentral.  
 
Vidare skulle man även kunna arbeta med 
förebyggande åtgärder när det kommer till 
psykisk ohälsa hos studenter.  
 
GFS har sökt pengar från både Göteborgs 
universitet och Chalmers, på 6 miljoner 
vardera. Nyligen fick de dock veta att 
Göteborgs universitet har gett avslag på 
ansökan, då de inte kan driva 
vårdcentraler.   
 
Andreé: Vårdcentralen kommer alltså att 
vara ett finansieringsmedel för hela 
Studenthälsocentralen? 
 
Adnan: ja syftet har alltid varit att fokus ska 
vara på den psykiska ohälsan, och att det 
ska finnas ett studenthälsocenter där 
studenter kan få all typ av vård på samma 
ställe.  
 
Andreé: Förvånande att man inte tidigare 
insett att Göteborgs Universitet inte kan gå 
in med pengar i projektet för själva 
vårdcentralen? Om projektet pågått i 3 år, 
borde detta inte ha uppmärksammats 
under denna period? Vem kommer att 
finansiera vårdcentralen nu? Hur ska man 
kunna ha en attraktiv vårdcentral (fritt 
vårdval)? Fokus för för projektet är att 
finansiera övrig studenthälsocentral 
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genom en regelrätt vårdcentral? Hur ska 
det gå runt? 
 
Adnan: Vi tror ändå att studenter hade 
skrivit sig på vårdcentralen! Den kommer 
att ha ett attraktivt läge och ligga nära 
studenternas ”arbetsplats” alltså i centrala 
stan. Även om man inte skriver sig där så 
kommer det finnas vård nära.  
Och när det kommer till vem som ska 
hantera vårdcentralen så behöver man en 
enhetschef. 
 
Charlotta: Hur kommer det att gå runt 
finansiellt? Tänk om exempelvis 5 personer 
skriver sig på vårdcentralen där 
omkostnaden för de fem personernas 
medicin/vårdkostnader är fler hundra 
tusen? Kommer inte det leda till att man 
går i konkurs? 
 
Adnan: Kostnaden för alla som besöker 
vårdcentralen när det kommer till 
vårdomkostnader ska täckas av regionen.  
 
Ellen: Vårt campus är ju utspridda över 
hela Göteborg. Många har även bostad 
utanför Göteborg. Jag ser inte riktigt att 
man skulle välja en centralt belägen 
vårdcentral så länge den inte är nära ens 
faktiska bostad?  
 
Adnan: Det finns alltid en risk! Självklart 
finns det många som väljer en annan 
vårdcentral. Men vill vi få detta gjort så 
måste vi ta risker.  
 
Ellen: Som statlig myndighet kan ju inte GU 
äga ett sjukvårdsbolag, och får inte heller 
ha kontrakt med studenthälsovården på 
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längre än tre år, då kontinuerlig 
upphandling sker. Om studenthälsocentret 
vinner upphandlingen vid ett tillfälle, vad 
gör man efter tre år om man då förlorar 
det igen?  
 
Adnan: Tanken är att vårdcentralen ska 
finansiera allt oavsett så det ska inte spela 
någon roll. 
 
Theodor: Har ni en siffra på hur många 
personer som måste skriva sig på 
vårdcentralen för att den faktiskt ska gå 
runt? Hade varit intressant att veta.  
 
Adnan: Jag har inte själv sett de siffrorna, 
men jag antar att man har räknat på det 
med relativt god marginal.  
 
Hampus: En sak jag tycker är lite otydlig är 
var kom idén ifrån? Om projektet funnits i 
ungefär tre år, borde det inte då ha varit 
mer förankrat med studentkårerna?  
 
Adnan: Idén började med en 
masteruppsats som skrevs på Chalmers 
på initiativ från Mikael Gyllenhammar, så 
idén kom mycket troligen därifrån. Vidare 
har man dock behövt ett godkännande 
från styrelsen i GFS AB, och oftast sitter det 
studentrepresentanter där. Så styrelsen 
har alltså godkänt idén.  
 
Leonardo: Ett önskemål från vår sida är att 
vi behöver se en riskanalys och en total 
affärsmodell kring det här projektet. Vi 
behöver helt enkelt få mer insyn kring vad 
hela projektet handlar om. Eftersom ni 
ämnar fortsätta söka finansiering så blir 
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det ju högst aktuellt för oss som aktieägare 
kring hur projektet kommer att fortgå.  
 
Adnan: Vi kan fråga styrelsen, men jag kan 
inte garantera att de kommer att utföra en 
riskanalys. Men vill ni att det ska ske så ska 
ni prata med GFS AB. Chalmers har troligen 
fått ta del av en del av 
riskanalysmaterialet. 
  

§ 5.2 Fribeloppet   
Föredragande: Charlotta Pettersson  

  
 Just nu påverkas hela Sverige av den 
inflation som råder, däribland de studenter 
som representeras av Göta studentkår. 
Tidigare under verksamhetsåret fick vi till 
oss en motion skriven av en student 
gällande fribeloppet. Motionen syftade till 
att uppmana fullmäktige att uppdraga 
kåren att arbeta för att slopa fribeloppet 
inför valet 2023. 
 
När den första diskussionen ägde rum 
röstade en majoritet av kårstyrelsen emot 
denna motion. Nu på senare tid finns det 
indikationer på att många av våra 
studenter önskar en förändring av 
fribeloppet åt det håll som motionen 
beskrev. 
 
Är det här någonting som vi skulle vilja 
driva framöver trots att vi tidigare 
uppmanat fullmäktige att rösta nej? 
 
Hampus: Ja det tycker jag om det är vad 
studenterna tycker. Kan dock finnas värde i 
att bredda frågan ytterligare, fribeloppet 
är ju en del av problemet men vi kanske 

  Ellen Holm justerar ut sig. Röstlängden 
består nu av 5 personer.  
 
Andreé Justerar ut sig. Röstlängden består 
nu av 4 personer.  
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KÅRSTYRELSEMÖTE: PROTOKOLL | SIDA 13/16 

JUSTERING AV PROTOKOLL 

även ska driva frågan om att höja CSN-
bidraget och sänka räntan.  
 
Ellen: Jag håller med Hampus! På grund av 
inflationen är ju frågan om studenters 
inkomst högst aktuell och det finns all 
anledning att vi driver frågan som helhet. 
Fribeloppet är en relativt komplex fråga 
trots allt. Taket kan ju inte vara hur högt 
som helst med tanke på hur mycket man 
ändå kan tjäna samtidigt som man får 
bidrag.  
 
Charlie: Jättebra input från både Hampus 
och Ellen. Som student har man rätt till CSN 
vilket är jättebra för att kunna studera på 
heltid. Mitt problem är att under sommaren 
har man inte CSN och då måste man 
arbeta. Därför blir det problematiskt om 
man bara får tjäna upp till en viss summa 
när man faktiskt inte får någon annan 
inkomst. Jag tycker inte att lösningen blir 
att höja CSN, då det primärt är 
sommarmånaderna som är problemet. 
 
Leonardo: Vi behöver se över vad 
studenterna/medlemmarna tycker och om 
detta är något studenterna önskar så ska 
vi be fullmäktige att revidera vårt 
åsiktsdokument. Det finns redan i vårt 
åsiktsdokument idag att vi ska arbeta för 
att man ska slopa sommarmånaderna när 
det kommer till fribeloppet, så den frågan 
är vi fria att arbeta med redan. 
 
Andreé: Om man ärver pengar, så kommer 
dessa att räknas in i fribeloppet, och det är 
problematiskt. Bör vi även driva frågan om 
ifall det ska gälla all typ av inkomst eller om 
vissa saker ska bortses från? Bör man styra 
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KÅRSTYRELSEMÖTE: PROTOKOLL | SIDA 14/16 

JUSTERING AV PROTOKOLL 

hur studenter ska få spendera sin lediga 
tid? Vill de arbeta så ska de väl få det? 
Dock är det viktigt att poängtera att man 
alltid ska kunna klara sig på enbart CSN, 
det ska räcka för att kunna bedriva 
heltidsstudier och ha ett drägligt liv.  
 
Vi behöver konkreta förslag på hur vi ska 
arbeta vidare med frågan. Ledningsråd 
eller studentpolitiska rådet?  
  

§ 5.3 Stödmedlemskap 
Föredragande: Leonardo Rhedin  

  
Under verksamhetsåret har det vid flera 
tillfällen uppkommit diskussioner 
angående stödmedlemskapet, och kanske 
framför allt frågan kring stödmedlemmars 
eventuella rättigheter och skyldigheter. 
Upplevelsen av diskussionerna har varit att 
det finns behov i organisationen av att se 
över vad ett stödmedlemskap innebär, då 
medlemsvillkoren inte uppdaterats sedan 
2019. Vid den tiden var tillgången till 
framför allt Kårkällar’n en stor förmån med 
stödmedlemskapet, men så har det ju inte 
sett ut på några år nu. 
 
Hampus: När det kommer till föreningslivet 
är det väldigt viktigt att man ”värnar om de 
äldre” och att även de som inte sitter i en 
styrelse så ska de kunna vara med på 
aktiviteter, exempelvis insparken.  
 
Charlotta: Jag håller med Hampus. Jag får 
många frågor kring detta, och vi behöver 
ha ett välformulerat dokument kring 
stödmedlemskap för att det ska vara 
tydligt för alla.  
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KÅRSTYRELSEMÖTE: PROTOKOLL | SIDA 15/16 

JUSTERING AV PROTOKOLL 

Theodor: Vi behöver ta ett 
ställningstagande kring om det ska finnas 
möjlighet för stödmedlemskap under 
Spacestation.  
 
Charlotta: Det är viktigt att vi är tydliga 
med både rättigheter och skyldigheter för 
stödmedlemmar.  
 
Hampus: Fått mycket klagomål på priset 
för medlemskapet, folk tycker att det är för 
dyrt.  
 
Frågan behöver diskuteras igen.  

 

§ 6 Övriga Frågor  

  

§ 6.1 Förväntningar på våren* 
Föredragande: Leonardo Rhedin 

  
Charlie är taggad på TACKsamgalan och 
en teambuildningaktivitet där samtliga i 
kårstyrelsen närvarar!  
 
Vidare finns det förväntningar på en högre 
närvaro på kårstyrelsemöten.  
 
Leo tror att det blir en väldigt spännande 
och kul vår!  
 
Theo: Hoppas på att jag ska kunna boka 
massa artister i vår. Vill ha en bättre 
gruppdynamik! Att valborg blir ett jättekul 
event. Taggad på att 
organisationsöversynen genomförs.  
 
Hampus har förväntningar på att det 
kommer vara väldigt mycket att göra. 
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KÅRSTYRELSEMÖTE: PROTOKOLL | SIDA 16/16 

JUSTERING AV PROTOKOLL 

Fokus på arbetsmiljö och studenthälsa. En 
trevlig vår med många projekt.  

 

§ 7 Mötets avslutande 

  

§ 7.1 Mötesutvärdering  
Föredragande: Mötesordförande 

  
Mötesutvärdering sker.    
  

§ 7.2 Nästa möte  
Föredragande: Mötessekreterare 

  
Kårstyrelsemöte 8 är planerat till 16 februari 
2023.  

 

  

§ 7.3 Mötets avslutande  
Föredragande: Mötesordförande 

  
Mötesordförande avslutar mötet klockan 
12.24. 

 

 
Justering av protokoll 
 

 

 

  

Leonardo Rhedin,  
Mötesordförande 

 Anneli Arohlén,  
Mötessekreterare 
 

 

 

 

Ellen Holm,  
Justerare 
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Kårstyrelsemöte 8 
2022/23, 23-02-16 

 

 

Författare:  Presidiet  
Datum: 2023-02-10 

§ 2.2 Rapport presidiebeslut  

Inga presidiebeslut har tagits sedan förra kårstyrelsemötet.  

Förslag till beslut: 
 
att lämna punkten.  
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Författare:  Leonardo Rhedin 
Datum: 2023-02-10 

§ 4.1 Göta studentkårs delegation 
på SFS-FUM 

Göta studentkår kan skicka upp till 12 personer på SFSFUM och vi har 21 mandat. Nu är det 
dags att utse Göta studentkårs delegation, vilket är ett kårstyrelsebeslut. Eftersom vi inte 
har hunnit skicka ut en öppen intresseanmälan till våra medlemmar föreslår jag att 
delegationen kan lägga till ombud löpande.  

För att ge en bild av arbetsbelastningen har jag lagt in en tidsplan inför SFSFUM. 

Tidsplan inför SFSFUM2023 

Datum Aktivitet 

1/3 Digitalt medlemsmöte SFS 

3/3 Uppstartsmöte Göta studentkårs delegation 

10/3 Propositioner offentliggörs 

13/3 Genomgång av propositioner 

17/3 Möte med U6-nätverket inför motionsskrivning 

22/3 Motionsskrivning 

23/3 Motionsmöte SFS 

26/3 Anmälan för SFSFUM2023 stänger 
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28/3 Möte med U6-nätverket inför motionsstopp 

30/3 Motionsmöte SFS 

31/3 Nomineringsstopp förtroendeuppdrag inom SFS 

31/3 Motionsstopp 

21/4 Handlingar och motionssvar SFSFUM 2023 offentliggörs 

25/4 Genomgång handlingar och motionssvar 

3/5–4/5 Möte med U6-nätverket inför SFSFUM 

4/5 Ankomst i Eskilstuna inför SFSFUM 

5/5–7/5 SFSFUM 2023 

 

 

 

  

 SFS 
 U6 
 Egen kår 
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Delegation 
Under SFSFUM kommer vi behöva ha lite olika ansvarsområden. Delegationsledaren 
behöver beslutas av kårstyrelsen, medan resten av rollen fördelas av delegationen. 

Delegationsledare 
Ansvarig för delegationen och rollfödelning inom delegationen. Är även kontaktperson för 
mötespresidiet på SFSFUM och ska förmedla relevant information till resten av 
delegationen. Är ansvarig för att deadlines inför SFSFUM följs. Ska enligt Götas rutiner vara 
kårordförande. 

Vice delegationsledare 
Delar ansvaret för delegationen med delegationsledaren. Är ansvarig för att motioner 
skickas in till SFS. Är också ansvarig för att boka resa och boende. 

Sekreterare 
Under SFSFUM kommer det vara ett stort antal beslut som vi behöver fatta. Därför behövs 
det någon som sammanställer vad delegationen vill rösta, för anteckningar när 
delegationen har möte och genomför omröstningarna i mötesverktyget. Det är viktigt att 
all information skickas till sekreteraren för att besluten ska bli korrekta. 
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Föreslagen delegation 
 

Namn Eventuell roll 
Leonardo Rhedin Delegationsledare 

Emma Johansson  

Charlotta Pettersson  

Ellen Holm  

Andreé Lindahl  

Karl Nilsson  

Theodor Johansson  

Soltan Bayramov  

Henrik Palmblad  

 

Förslag till beslut: 
att fastställa Göta studentkårs delegation till SFSFUM 2023 enligt liggande förslag. 

att ge delegationen mandat att lägga till fler ombud till delegationen. 
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Författare:  Leonardo Rhedin 
Datum: 2023-02-10 

§ 5.1 Diskussion: Halvårsrapport 
verksamhetsrevisor - åtgärder 

Vår verksamhetsrevisor har skrivit en halvårsrapport. Rapporten innehåller bland annat en 
tabell med information om kallelse och handlingar har gått ut i tid till formella möten samt 
om protokollen finns tillgängliga. Det finns några exempel på sektionsstyrelsemöten där 
det saknas handlingar, kallelse har inte kommit ut i tid och framför allt avsaknad av 
protokoll. Senast förra veckan skickades ett protokoll istället för dagordning till IT-
sektionens styrelsemöte, det skickades dessutom samma dag som mötet skulle 
genomföras. Det fanns heller inte med några handlingar till mötet. 

Givetvis har sektionsstyrelsemöten inte lika mycket stöd som kårstyrelsemöten eller 
fullmäktigemöten, och det har jag full förståelse för. Dock behöver vi på något sätt agera, 
att inte skicka ut underlag i tid kan leda till att vi inte beviljas ansvarsfrihet. Det är inget 
undantag att det här förekommer, och problemen är snarare strukturella än individuella. 
Jag har full förståelse om sektionerna inte vill reformera sektionsstyrelser till sektionsråd, 
men vi måste göra någonting.  

> Hur kan vi som organisation hjälpas åt för att underlätta arbetet med 
sektionsstyrelsemöten? 

> Hur säkerställer vi att sektionsstyrelsemöten fungerar på sikt? 
> Bör vi ändra något i upplägget med sektionsstyrelsemötena? 
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Författare:  Sara Bergh 
Datum  2023-02-02 

Halvårsrapport verksamhetsrevisor 

Uppdraget och sent tillträde 
“Syftet med Göta studentkårs verksamhetsrevisor är att granska Göta studentkårs 
verksamhet och se till att verksamheten bedrivs enligt gällande stadga och övriga 
styrdokument.”  
 
Jag fyllnadsvaldes till uppdraget som verksamhetsrevisor på FUM 3 i december 
2022 och har därmed inte innehaft uppdraget särskilt länge. I skrivande stund har 
presidiet heller inte hunnit boka in ett möte för att briefa mig om aktuella 
händelser och projekt så går jag in i detta rapportskrivande med något begränsat 
insyn i den pågående verksamheten. 
 
Jag har försökt att till min bästa förmåga granska verksamheten de gångna 
halvåret genom dokument, protokoll och annat som publiceras på hemsidan eller 
skickas till verksamhetsrevisorsmejlen via kallelselistan.  
 
Kallelser, handlingar och protokoll  
För att Göta studentkårs verksamhet ska vara transparent och legitim är det viktigt 
att möten kallas i tid, beslut som fattas är väl beredda och att protokoll 
tillgängliggörs för studentkårens medlemmar via hemsidan. Därför har jag valt att 
granska huruvida de tidsfrister som anges i styrdokumenten efterföljs av årets 
verksamma. Tabellerna som följer är uppdelade efter typ av möten och tiderna är 
beräknade utifrån det som anges i respektive organs arbetsordning eller i 
fullmäktiges fall, stadgan.  
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Fullmäktige 

Möte Datum Kallelse + 
dagordning 

Handlingar Protokoll 

Konstituerande 
Fullmäktige 

9 april 18 mars 30 mars Ja 

FUM 1 19 september 29 augusti 9 september Ja 

FUM 2 26 oktober 6 oktober 14 oktober Ja 

FUM 3 7 december 16 november 25 november* Ja 

FUM 4 13 februari 24 januari Beräknade 3 februari - 

* 1 sen handling skickades 1 december 
 
Kårstyrelsen 

Möte Datum Kallelse  Handlingar Protokoll 

Konstituerande 
Kårstyrelsemöte 

17 juni 2 juni 13 juni Ja 

KS 1 12 augusti 7 juli 9 augusti Ja 

Extra KS1 24 augusti 18 augusti* - Ja 

KS 2 7 september 26 augusti 2 september Ja 

KS 3 12 oktober 30 september 7 oktober Ja 

Extra KS2 3 november 26 oktober* - Ja 

KS 4 7 november 26 oktober 2 november Ja 

KS 5 23 november 11 november 18 november Ja 

KS 6 8 december 28 november 5 december Ja 
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KS 7 26 januari 16 januari 23 januari Nej** 

* Inga regler finns för extrainsatta mötens kallelsetid.  
** I skrivande stund har tidsfrist ej utlöpt för uppladdning 
 

Humanistsektionens styrelse 

Möte Datum Kallelse  Handlingar Protokoll 

Konstituerande 
Sektionsstyrelse-
möte 

9 augusti 2 augusti 2 augusti Ja 

SSM 2 28 september 14 september 21 september Ja 

SSM 3  19 oktober 5 oktober 13 oktober Ja 

SSM 4 15 november 1 november 9 november Ja 

SSM 5 6 december 22 november 30 november* Ja 

SSM 6 24 januari 10 januari 17 januari Nej** 

* Ordförande meddelade att inga handlingar fanns för mötet. 
** I skrivande stund har tidsfrist ej utlöpt för uppladdning. 

 
IT-sektionens styrelse 

Möte Datum Kallelse  Handlingar Protokoll 

Konstituerande 
Sektionsstyrelse-
möte 

12 augusti 12 augusti Saknas Ja 

SSM 1 12 september 5 september 5 september Ja 

SSM 2 5 oktober 28 september Saknas Ja 

SSM 3 10 november* 31 oktober 2 november Nej 
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SSM 4 6 december 4 december Saknas** Nej 

*Mötet kallades först till 8 november men flyttades senare (2 november) till 10 
november. 
** Eventuellt fanns inga handlingar med detta är inte uttalat.  
 
Naturvetarsektionens styrelse 

Möte Datum Kallelse  Handlingar Protokoll 

Konstituerande 
Sektionsstyrelse-
möte 

18 augusti 15 augusti 15 augusti Ja 

SSM 2 20 september 5 september 15 september Ja 

SSM 3  3 november 14 oktober 1 november Ja 

SSM 4 26 januari 9 januari 24 januari Nej* 

* I skrivande stund har tidsfrist ej utlöpt för uppladdning. 

 
Samhällsvetarsektionens styrelse 

Möte Datum Kallelse  Handlingar Protokoll 

Konstituerande 
Sektionsstyrelse-
möte 

24 augusti 10 augusti 19 augusti Ja 

SSM 1 13 september 6 september 9 september Ja 

SSM 2  4 oktober 27 september 30 september Ja 

SSM 3 2 november 26 oktober 31 oktober Ja 

SSM 4 22 november 14 november 18 november Ja 

SSM 5 15 december 7 december 15 december Ja 
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SSM 6 10 januari 5 januari Saknas* Nej 

SSM 7 2 februari** 24 januari 30 januari -*** 

* Eventuellt fanns inga handlingar med detta är inte uttalat.  
** Mötet kallades först till 31 januari men flyttades senare (24 januari) till 2 februari. 

*** Mötet hade inte ägt rum när rapporten skrevs. 
 
Utbildningsvetenskapliga sektionens styrelse 

Möte Datum Kallelse  Handlingar Protokoll 

Konstituerande 
Sektionsstyrelse-
möte 

15 augusti 12 augusti 12 augusti Ja 

SSM 1 21 september* 11 september 19 september Ja?* 

SSM 2  31 oktober 25 oktober 28 oktober Ja** 

SSM 3 23 november 14 november Saknas** Ja 

* På hemsidan finns konstituerande protokoll (I protokollet namngivet SSM1). Därefter följer 
ett protokoll på hemsidan märkt Styrelsemöte 1 men i dokumentet namngivet SSM 2 
Protokollet är också daterat till 3 oktober, ett datum som skiljer sig från det kallade 
datumet. 
** Eventuellt fanns inga handlingar med detta är inte uttalat.  

 
Sammanfattningsvis så skiljer sig organen mycket i förmågan att kalla och få ut 
möteshandlingar i tid. De centrala organen följer styrdokumenten väl men de har 
också stöttning av personalen i detta. Eventuellt behöver sektionerna extra 
stöttning eller påminnelse i vikten av att möten utlyses i tid för att säkerställa 
legitimiteten.  
 
Kommande möten på central nivå (Fullmäktige och kårstyrelse) anslås på Göta 
studentkårs hemsida och kanske hade det varit en god idé att ge rum även för 
sektionernas möten så att medlemmar kan ta del av denna information.  
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Problematiken med per capsulam-beslut 
Hittills under verksamhetsåret har fem per capsulam-beslut skickats till 
fullmäktige. Per capsulam-beslut är generellt problematiska men också ett 
nödvändigt ont för att kunna fortsätta bedriva verksamhet mellan möten. 
 
Ett stort problem verkar dock vara dels att få fullmäktigeledamöterna att svara 
och att svara på “rätt sätt”. För att besluten ska vara transparenta ska 
ledamöterna välja att “svara alla” så att samtliga ledamöter får ta del av andra 
svar. Från vad jag kan se i de mejl som når verksamhetsrevionsmejlen har detta 
ännu ALDRIG skett (eller så får jag inte dessa mejl) Den låga svarfrekvensen har 
också ställt till det såpass att ett och samma per capsulam skickats ut vid två 
separata tillfällen. Nedan följer siffror på hur många fullmäktigeledamöter som 
inte alls svarade på per capsulam-beslut som skickats ut.  
 

Beslut Datum utsänt Saknade röster 

“Fyllnadsval och valnmämnd “ 1 augusti 3 

“Utlysning fyllnadsval” 
(Utbildningsbaevakningsansvarig  
och verksamhetsrevisor) 

27 oktober 2 

“Val till valnämnd” (Första försöket) 13 december* 10 

“Fyllnadsval talmanssuppleant”  13 december* 5 

“Val till valnämnd” (Andra försöket) 20 januari 3 

* Två separata beslut gick ut samma dag vilket kan ha bidragit till förvirring och 
därmed färre inkomna röster. 
 
Då per capsulam-beslut till synes inte fungerar så vill jag uppmana presidiet och 
fullmäktige till diskussion för alternativa lösningar för beslutsfattande.  
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Problematiken med valnämmnd 
Problemet att tillsätta en valnämnd är ett återkommande problem för Göta 
studenkår och riskerar varje år att göra det oerhört viktiga kårvalet till ett illegetimt 
misslyckande. Återigen ser vi en brist i systemet med att sektionerna ska nominera 
kandidater, vilket jag inte kan finna att en enda sektion lyckats göra, och 
uppdraget faller åter på heltidsarvoderade. Svårt för mig som verksamhetsrevisor 
att säga annat än “Så ska det INTE gå till” men jag sympatiserar samtidigt då jag 
känner utmaningen väl.  
 
Problematiken med valberedning 
Likt valnämnden har Göta studentkår ofta svårt att fylla valberedningen. 
Valberedningen gör ett viktigt jobb och det är tråkigt att se att enbart en person 
tillsatts. Även här är det enligt styrdokumenten sektionernas uppgift att hitta och 
nominera personer till uppdraget, vilket inte skett.  
 
Censurerade protokoll 
Vid granskning av de uppladdade protokoll som finns på Göta studentkårs 
hemsida står detta verksamhetsåret ut något i antal och andel av protokoll som är 
censurerade. Då det tycks förekommit en del känsliga ärenden under 
verksamhetsåret så har jag förståelse för detta men det ser också mycket märkligt 
ut för en “nyfiken” medlem. När ett helt mötesprotokoll censureras kanske det finns 
ett värde i en “disclaimer” som förklarar att mötet behandlat ett känsligt ärende 
och är därför censurerat?  
 
Kontaktproblematik 
Som kort nämnt i rapportens första stycke har min kontakt med det centrala 
presidiet varit mycket begränsad sedan jag tillträdde mitt uppdrag. Jag känner att 
det hade varit till fördel om jag hade mer information angående pågående 
verksamhet för att enklare kunnat granska om den sker på ett korrekt sätt. Jag 
hoppas på förbättring angående detta så att slutrapporten har mer att stå på vid 
årets slut.  
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Sammanfattning 
Det finns möjligheter till förbättring men än så länge inga brott mot stadga eller 
andra regler.  
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§ 5.2 Diskussion: Tillfälligt medlemskap 
Kårstyrelsemöte 8 
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Författare:  Kim Öst 
Datum: 2023-02-10 

§ 5.2 Diskussion: Tillfälligt 
medlemskap 

Som vi diskuterade på ledningsrådet så är ett tillfälligt medlemskap något som skulle 
underlätta för oss när vi har gäster från andra lärosäten på besök. Främst för Kårkällarn’s 
verksamhet.  

Sedan ledningsrådet har jag kollat över stödmedlemskapet och skrivit ett förslag, och 
under U6 och SFS mötet har våra representanter kollat på hur andra lärosäten löst liknande 
frågor.  

> Tankar och funderingar kring förslagen till stadgeändringarna? 
> Vad har vi för ny information från U6 kårerna? 

 

 

 

  



 

Göta studentkårs 
stadga 
Senast reviderad: 2023-02-01 
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Kapitel 1: Allmänt 

§ 1:1  Namn och sammansättning 
Studentkårens namn är Göta studentkår. Göta studentkår är en 
demokratiskt styrd ideell sammanslutning av studenter vid Göteborgs 
universitet. Göta studentkår är religiöst, Ideologiskt och partipolitiskt 
obunden. 

§ 1:2  Syfte 
Göta studentkårs syfte är att tillvarata, främja och bevaka sina 
representerade studenters intressen i utbildnings- och studiesociala 
frågor. 

§ 1:3  Säte 
Göta studentkår har sitt säte i Göteborg. 

§ 1:4 Representerade studenter 
Göta studentkår representerar samtliga studenter vid Göteborgs 
universitet på grund-, avancerad- och forskarnivå inom 
Humanistiska-, Naturvetenskapliga-, Samhällsvetenskapliga-, 
Utbildningsvetenskapliga- och IT-fakulteten 

§ 1:5 Organisation 
Göta studentkårs organisation utgörs av: 

> Fullmäktige 
> Kårstyrelse 
> Valberedning 
> Sektionsstyrelserna 
> Råd 
> Doktorandråd 
> Kommittéer 
> Utskott 

 

§ 1:6 Verksamhetsår 
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Göta studentkårs verksamhetsår och räkenskapsår samt 
fullmäktiges, kårstyrelsens och sektionernas mandatperiod löper från 
1 juli till 30 juni om inte annat framgår av denna stadga. 

§ 1:7 Firmatecknare 
Göta studentkårs firma ska tecknas av två personer i förening. En av 
Göta studentkårs firmatecknare ska vara kårordföranden. 
Kårstyrelsen utser vid konstituerande styrelsemöte ytterligare 
firmatecknare. 

Kapitel 2: Medlemskap 

§ 2:1  Medlemskap 
Studenter antagna och registrerade på utbildningar vid Göteborgs 
universitet som räknas upp under § 1:4 har rätt att bli medlemmar i 
Göta studentkår. 

En student blir medlem i Göta studentkår genom att betala av 
fullmäktige fastställd medlemsavgift.  

§ 2:2  Medlems rättigheter 
Varje medlem har rätt att: 

> delta i val till fullmäktige 
> att kandidera till fullmäktige, kårstyrelsen, sektionsstyrelse, 

valberedning och valnämnd. 
> att kandidera till de studentrepresentantposter som utses av 

Göta studentkår 
> att kandidera till de studentrepresentantposter dit Göta 

studentkår har rätt att nominera kandidater 
> att få en fråga behandlad av fullmäktige, kårstyrelsen samt 

Göta studentkårs sektionsstyrelser 
> att ta del av protokoll från fullmäktige, kårstyrelsen och 

sektionernas möten 
> att ta del av de förmåner och tjänster Göta studentkår 

erbjuder 
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§ 2:3  Medlems skyldigheter 
Varje medlem är skyldig att rätta sig efter denna stadga, Göta 
studentkårs värdegrund, policys, regler och beslut fattade av 
fullmäktige, kårstyrelsen eller sektionsstyrelse. 

§ 2:4 Stödmedlemskap 
Enskilda personer kan bli stödmedlemmar genom att betala 
stödmedlemsavgift som fastställs av fullmäktige. Stödmedlem har 
inga rättigheter eller skyldigheter inom kåren. 

Stödmedlem är skyldig att rätta sig efter denna stadga, Göta 
studentkårs värdegrund, policys, regler och beslut fattade av 
fullmäktige, kårstyrelsen eller sektionsstyrelse, när man deltar på 
evenemang eller annan verksamhet som bedrivs av Göta studentkår 
eller dess föreningar.  

Stödmedlem har rätt att delta på medlemsexklusiva event samt 
inträde till Kårkällar’n.  

Stödmedlem äga ej rätt till fördelar som ges utav samarbeten som 
Göta studentkår har med andra aktörer. 

Stödmedlem är inte medlem av en sektion. 

En fullvärdig medlem som valts till ett förtroendeuppdrag har rätt att 
slutföra sitt uppdrag med ett stödmedlemskap om denne skulle 
avbryta, eller pausa, sina studier under mandatperioden. 

§ 2:5 Tillfälligt medlemskap 
Enskilda studenter vid andra lärosäten än Göteborgs Universitet, kan 
genom att betala en tillfällig stödmedlemskapsavgift som fastställs 
av fullmäktige, inneha ett tillfälligt medlemskap i Göta studentkår. 
Perioden för det tillfälliga medlemskapets giltighetstid fastställs när 
den enskilda studenten betalar den tillfälliga medlemskapsavgiften. 

För att ett tillfälligt medlemskap ska vara giltigt krävs studentens 
fullständiga namn, personnummer, namn på lärosäte, signatur från 
en av Göta studentkårs firmatecknare samt en äkthetsstämpel. 
Giltighetstiden för ett tillfälligt medlemskap anges på det provisoriska 
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medlemskortet. Ett tillfälligt medlemskap är giltigt högst tre (3) dagar 
och datum för start och slut bestäms enligt överenskommelse.  

Som tillfällig medlem har du rätt att delta på medlemsexklusiva event 
samt till inträde i Kårkällar’n. 

Det tillfälliga medlemskapet omfattar inte de samarbeten som Göta 
studentkår har med andra aktörer. Den tillfälliga medlemmen 
förbinder sig att följa denna stadga under giltighetstiden. 

Stödmedlem är inte medlem av en sektion. 

Stödmedlem har inte rösträtt i Göta studentkårs, val och möten. 

 

§ 2:6 Utträde 
Medlem äger rätt att säga upp sitt medlemskap i Göta studentkår. 
Medlem som önskar utträda ur Göta studentkår ska meddela detta till 
studentkåren. Medlemskapet upphör att gälla när meddelande om 
utträde kommit Göta studentkår tillhanda.  

Medlemskap upphör att gälla när den period för vilken man tecknat 
medlemskap löper ut, alternativt när studierna vid någon av de 
fakulteter vid Göteborgs universitet som Göta studentkår 
representerar avslutas.  

§ 2:7 Avstängning 
En medlem som bryter mot § 2:3 eller motarbetar kårens syfte kan 
stängas av enligt dokumentet Policy för avstängning från särskilda 
kåraktiviteter. 

Beslut om avstängning tas av kårstyrelsen med minst hälften av 
kårstyrelsen totala antal röster. I beslutet ska anges den kortaste tid 
som avstängningen ska gälla. Beslutet ska rapporteras till fullmäktige. 

Om berörd person eller medlem vill överklaga beslutet kan denne 
göra detta till fullmäktige. Detta ska skriftligt lämnas till kårordförande. 
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Beslut vid överklagande till fullmäktige görs med minst hälften av 
fullmäktiges totala antal röster. I beslutet ska anges den kortaste tid 
som avstängningen ska gälla. 

Fråga om avstängning kan väckas av medlem i Göta studentkår. 

Medlem som är föremål för beslut om avstängning ska underrättas 
om detta och har rätt att närvara och yttra sig i denna fråga vid det 
kårstyrelse- eller fullmäktigemöte frågan om avstängning ska 
behandlas. 

Kapitel 3: Fullmäktige 

§ 3:1  Fullmäktiges väsen 
Fullmäktige är Göta studentkårs högsta beslutande organ. 

§ 3:2  Sammansättning 
Fullmäktige består av upp till 21 ledamöter som utses av Göta 
studentkårs medlemmar genom direkta val. Fullmäktige 
representerar Göta studentkårs medlemmar. 

Ledamot av fullmäktige måste vara medlem under hela 
mandatperioden men kan fullfölja sitt uppdrag, med ett 
stödmedlemskap, om ledamotens skulle avbryta, eller pausa, sina 
studier, under mandatperioden. 

Om en ledamot frånträder sitt uppdrag utses en ersättare i enlighet 
med Göta studentkårs valordning. 

Vid tillfällig frånvaro kan ledamot ersättas av nästa person på listan 
om ledamoten blivit vald genom lista. 

§ 3:3 Fattande av beslut 
Fullmäktige fattar beslut med minst hälften av antalet godkända 
avlagda röster, om inte stadgarna säger annat. 
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Vid lika röstetal ska frågan behandlas åter. Vid lika röstetal i beslut där 
frågan ej tål uppskov har kårordförande utslagsröst. 

§ 3:4  Sammanträden 
Fullmäktige sammanträder på kallelse av kårordföranden eller på 
begäran av minst tre fullmäktigeledamöter. 

Fullmäktige ska ha minst två möten per termin. 

Nyvalt fullmäktige ska, innan dess mandatperiod inleds, hålla ett 
konstituerande sammanträde före utgången av april månad. Vid 
konstituerande fullmäktige får inga andra ärenden än de som anges i 
§ 3:5 behandlas. 

§ 3:5 Konstituerande sammanträde 
Innan april månads utgång ska nyvalt fullmäktige hålla ett 
konstituerande sammanträde. 

Följande frågor ska behandlas inför det kommande verksamhetsåret: 

Val av: 

> Kårordförande tillika kårstyrelsens ordförande 
> Vice kårordförande tillika ledamot i kårstyrelsen 
> Utbildningsbevakningssamordnare tillika ledamot i 

kårstyrelsen 
> Event- och föreningssamordnare tillika ledamot i 

kårstyrelsen 
> En verksamhetsrevisor 
> Godkänd ekonomisk revisor 
> Ordförande för var och en av sektionernas styrelser tillika 

ledamöter i kårstyrelsen 
> Vice sektionsordförande för Samhällsvetarsektionen tillika 

ledamot i kårstyrelsen 
> Sektionsstyrelseledamöter till samtliga sektionsstyrelser 
> Talman och talmanssuppleant för fullmäktige 

 



Adress 
Götabergsgatan 17 
411 34 Göteborg 

Kontakt 
031-708 44 40 
info@gota.gu.se 

Digitalt 
gotastudentkar.se 
@gotastudentkar 

 

 

GÖTA STUDENTKÅRS STADGA | SIDA 8/27 

Beslut om: 

> Arbetsordning för fullmäktigemöten 
> Medlemsavgift, stödmedlemskapsavgift och avgift för tillfälligt 

medlemskap 
> Månadsarvodens storlek 
> Rambudget 
> Verksamhetsplan 
> Beslut om datum för höstens fullmäktigesammanträden 

 
Beslut fattade av konstituerande fullmäktige träder i kraft 1 juli samma år. 

§ 3:6 Ärenden att behandla under hösten 
Vid fullmäktigemöte under hösten ska följande ärenden behandlas: 

> val av valberedning 
> val av valnämndens ordförande 
> val av tre till sex övriga ledamöter av valnämnden 
> Delegationsordning för Göta studentkår 
> verksamhetsberättelse 
> revisionsberättelser 
> fastställande av resultat- och balansräkning 
> kårstyrelsens förslag på hur överskott ska disponeras eller 

underskott täckas 
> ansvarsfrihet för föregående års kårstyrelse 
> beslut om datum för vårens fullmäktigesammanträden 

§ 3:7 Kallelse 
Kallelse till sammanträde ska gå ut till fullmäktiges ledamöter senast 
tjugo veckodagar innan sammanträdet och ska innehålla en 
preliminär föredragningslista. 

Handlingar till sammanträdet ska gå ut till fullmäktiges ledamöter 
senast tio veckodagar innan sammanträdet. 

Kallelse ska anslås på Göta studentkårs hemsida. 

§ 3:8 Motion 
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Medlem som önskar ta upp en fråga på föredragningslistan ska 
anmäla detta skriftligt till organisationssamordnare senast femton 
veckodagar innan fullmäktiges sammanträde. 

Kårstyrelsen ska lämna ett yttrande över inkomna motioner till 
fullmäktige. 

§ 3:9 Extra ärenden 
Beslut får ej fattas i fråga som ej varit utsänd som beslutspunkt. 

§ 3:10 Närvaro- och yttranderätt 
Fullmäktiges möten är öppna för Göta studentkårs medlemmar och 
personal. 

Yttranderätt tillkommer samtliga närvarande på mötet. 

Fullmäktiges ledamöter, fullmäktiges ordförande, 
fullmäktigesekreterare, kårstyrelsen, kårens revisorer, valberedningen 
samt valnämnden har ständig närvarorätt. 

§ 3:11 Yrkanderätt 
Yrkanderätt tillkommer Göta studentkårs medlemmar, fullmäktiges 
ledamöter, kårstyrelsen, kårens revisorer, valberedningen, 
valnämnden samt dem som fullmäktige beslutar. 

§ 3:12 Rösträtt 
Rösträtt tillkommer fullmäktiges ledamöter. Röstning via fullmakt är 
inte tillåten. 

§ 3:13 Beslutsmässighet 
Ett sammanträde är beslutsmässigt om det är utlyst i enlighet med § 
3:7 och minst hälften av ledamöterna närvarar vid mötet. 

§ 3:14 Omröstning 
Omröstning sker alltid öppet, med undantag av personval då sluten 
votering alltid sker vid konkurrens. Sluten votering sker också om 
fullmäktigeledamot begär så. 



Adress 
Götabergsgatan 17 
411 34 Göteborg 

Kontakt 
031-708 44 40 
info@gota.gu.se 

Digitalt 
gotastudentkar.se 
@gotastudentkar 

 

 

GÖTA STUDENTKÅRS STADGA | SIDA 10/27 

§ 3:15 Personval 
Personfrågor avgörs alltid med sluten omröstning om inte fullmäktige 
enhälligt beslutar annat. För att bli vald krävs mer än hälften av 
fullmäktiges avlagda giltiga röster. Om ingen kandidat uppnår 
föreskriven majoritet genomförs en ny valomgång mellan alla 
kandidater förutom den kandidat som fick minst antal röster i 
föregående valomgång. 

§ 3:16 Protokoll 
Vid fullmäktiges sammanträden ska protokoll föras. Protokollet ska 
justeras av tjänstgörande mötesordförande, mötessekreterare och 
två valda justeringspersoner. 

§ 3:17 Meddelande av beslut 
Justerat protokoll från fullmäktige ska anslås på Göta studentkårs 
hemsida senast fyra veckor efter respektive 
fullmäktigesammanträde. 

§ 3:18 Misstroendeförklaring 
Fullmäktige kan genom misstroendevotum besluta att förtroendevald 
inte längre åtnjuter fullmäktiges förtroende, vilket innebär att den 
förtroendevalda entledigas från sitt uppdrag.  

För sådan förklaring fordras att mer än hälften av fullmäktiges totala 
antal ledamöter bifaller detta. Misstroendeförklaring behandlas 
endast på begäran av minst fyra fullmäktigeledamöter. 

§ 3:19 Samarbetsorganisationer 
Frågor rörande Göta studentkårs inträde eller utträde i andra 
organisationer beslutas av fullmäktige med 3/4 majoritet av antalet 
godkända avgivna röster. 

§ 3:20 Förhinder att vara ledamot i fullmäktige 
Om en ledamot av fullmäktige väljs till ledamot av kårstyrelsen eller 
till sektionspresidial ska ledamoten avsäga sig sin plats i fullmäktige. 

§ 3:21 Jäv 
Vid jävsituation ska ledamot i fullmäktige justera ut sig från 
röstlängden under den punkten. Ledamot i fullmäktige kan väcka 
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ordningsfråga där jäv riktas mot en annan fullmäktigeledamot. Om 
ledamot som jäv riktas mot inte vill justera ut sig avgör fullmäktige om 
jävsituation har uppstått och om ledamoten ska justeras ut under 
beslutspunkten. 

Med jäv menas att beslutet kan medföra synnerlig nytta till ledamot 
eller om ledamotens opartiskhet kan ifrågasättas. 

§ 3:22 Entledigande av fullmäktigeledamot 
Om en fullmäktigeledamot inte närvarar på två fullmäktigemöten i 
rad utan att ge en god förklaring till frånvaro, kan denna entledigas 
av fullmäktige. Detsamma gäller om ledamot inte svarar på, för 
presidiet möjliga, kontaktförsök fram till en vecka innan fullmäktige 
två. 

Fullmäktigeledamoten ska då ersättas med nästa person på sin lista 
om denne tillhör en sådan, annars med nästa person från 
ersättningslistan. Om det inte finns någon ersättare justeras storleken 
på fullmäktige. 

Kapitel 4: Val till fullmäktige 

§ 4:1 Valsätt 
Fullmäktige väljs årligen i fria, slutna, direkta och proportionella val. 
Valet ska vara genomfört och sammanräknat senast vid utgången 
av mars månad. 

Röstning kan ske i vallokal eller via internet. 

§ 4:2 Rösträtt 
Rösträtt har varje medlem som vid valtillfället kan uppvisa giltig 
legitimation. 

Varje medlem har en röst. Röstning genom fullmakt är inte tillåtet. 

§ 4:3 Valbarhet 
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Varje medlem är valbar till fullmäktige. För att kunna erhålla röster till 
fullmäktige måste kandidat vara valbar. 

§ 4:4 Mandatfördelning 
Mandaten i fullmäktige fördelas som föreskrivs i valordningen. 

För att en kandidat ska få mandat i fullmäktige krävs att kandidaten 
eller listan fått minst två godkända röster. 

§ 4:5 Valperiod 
Val till fullmäktige ska hållas mellan 1 mars - 24 mars. Exakta valdatum 
sätts av Kårstyrelsen i samråd med valnämnden. 

§ 4:6 Fyllnadsval 
Fullmäktige kan med enkel majoritet på ett fullmäktigemöte utlysa 
fyllnadsval. För att ett sådant beslut skall kunna fattas krävs det att 
antalet ledamöter understiger sexton stycken samt att 
rangordningslista saknas eller har tömts enligt § 3.2. 

Fyllnadsvalet skall följa samma procedurer och regler som gäller för 
ordinarie val till fullmäktige enligt § 4.2. 

Fyllnadsval får inte genomföras inom 50 dagar av ordinarie valperiod 
enligt § 4.5. 

Kapitel 5: Kårstyrelsen 

§ 5:1 Styrelsens väsen 
Kårstyrelsen är kårens verkställande organ och fullmäktiges 
ställföreträdare. Kårstyrelsen handhar i överensstämmelse med 
denna stadga, befintliga styrdokument samt andra av fullmäktige 
fattade beslut, den omedelbara ledningen av kårens verksamhet. 

§ 5:2 Sammansättning 
Kårstyrelsen består av ordförande, vice ordförande, 
utbildningsbevakningssamordnare, event- och föreningssamordnare 
och sektionsordförande från vardera sektion inom Göta studentkår 
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samt vice sektionsordförande för Samhällsvetarsektionen. I det fallet 
då sektionen saknar en ordförande eller vice ordförande ska 
sektionsstyrelsen utse en ställföreträdare från sektionsstyrelsen. 

Kårstyrelsens ledamöter ska vara medlemmar av Göta studentkår. 

§ 5:3 Fyllnadsval till kårstyrelse 
Om ledamot i kårstyrelsen avsäger sig sitt uppdrag kan fullmäktige 
fyllnadsvälja. Fyllnadsvalet ska beredas av den sittande 
valberedningen. 

§ 5:4 Uppgifter 
Kårstyrelsen har till uppgift att:  
 

> planera, samordna och leda kårens verksamhet 
> bereda ärenden som ska behandlas av fullmäktige om inte 

fullmäktige har beslutat att ärendet ska beredas på annat sätt 
> verkställa fullmäktiges beslut 
> utöver de ledamöter i sektionsstyrelserna som utses på 

konstituerande fullmäktigemötet av fullmäktige, tillsätta 
ledamöter i sektionsstyrelserna löpande under 
verksamhetsåret 

> utse ledamöter i kommittéer samt förtroendevalda i de organ 
till vilka fullmäktige eller sektionerna ej väljer dessa 

> upprätta förslag till budget för det kommande 
verksamhetsåret 

> upprätta förslag till verksamhetsplan för det kommande 
verksamhetsåret 

> förelägga fullmäktige resultaträkning och balansräkning för 
verksamhetsåret senast den 1 november nästkommande 
verksamhetsår 

> vara arbetsgivare för kårens anställda 
> fatta beslut om utbetalning av arvode 
> utse firmatecknare 
> efter sin mandatperiod, dock senast den 1 november, 

förelägga revisorerna sin verksamhetsberättelse 
> stödja sektionerna i deras arbete 
> konkretisera den antagna verksamhetsplanen samt 

rapportera denna till fullmäktige. Konkretiserad 
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verksamhetsplan ska ha sin utgångspunkt i den 
verksamhetsplan som antas av konstituerande fullmäktige 
 

Kårstyrelsen får också fatta beslut som i normala fall skulle fattas av 
fullmäktige, men som inte tål uppskov. Sådana beslut ska underställas 
fullmäktige vid nästa fullmäktigesammanträde. 

§ 5:5 Kallelse 
Kårstyrelsen sammanträder på kallelse från kårordförande. Kallelse till 
sammanträde ska skickas ut till styrelsen senast tio veckodagar före 
sammanträdet. Dagordningar och övriga styrelsehandlingar ska 
förmedlas senast tre veckodagar före sammanträdet. 

Kallelse ska anslås på Göta studentkårs hemsida. 

§ 5:6 Beslutsmässighet 
Styrelsen är beslutsmässig när hälften, dock minst fyra, ledamöter 
närvarar vid sammanträdet. 

§ 5:7 Fattande av beslut 
Styrelsen fattar beslut med minst hälften av antalet godkända 
avlagda röster. Vid lika röstetal ska frågan behandlas åter. Om 
uppskov ej är möjligt har kårstyrelsens ordförande utslagsröst. 

Om styrelsen ska kunna fatta beslut på annat sätt ska detta regleras i 
styrelsens mötesordning. 

§ 5:8 Mötesdeltagares rättigheter 
Närvaro- yttrande- förslags- och rösträtt vid kårstyrelsens 
sammanträden tillkommer kårstyrelsens ledamöter. 

Närvaro- och yttranderätt tillkommer kårens revisorer. 

Närvaro- och yttranderätt för övriga regleras i styrelsens 
mötesordning. 

Styrelsen kan besluta att hålla delar eller hela mötet bakom stängda 
dörrar. 
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§ 5:9 Protokoll 
Vid styrelsens sammanträden ska protokoll föras av 
mötessekreterare. Protokollet ska justeras av mötets ordförande, 
sekreterare och minst en justeringsperson. 

§ 5:10 Meddelande av beslut 
Justerat protokoll från styrelsemöten ska anslås på Göta studentkårs 
hemsida senast två veckor efter respektive styrelsemöte. 

§ 5:11 Konstituerande styrelsemöte 
Tillträdande kårstyrelse ska sammanträda vid ett konstituerande 
styrelsemöte efter att det fullmäktigemöte som valt dem avslutats. På 
mötet ska följande frågor behandlas: 

> arbetsordning för kårstyrelsen 
> arvoderingar 
> firmatecknare 
> ekonomisk delegation 
> anta arbetsordning för sektionerna 

Om konstituerande styrelsemöte hålls före 1 juli, träder beslut fattade 
på mötet i kraft 1 juli. 

§ 5:12 Misstroendeförklaring 
Kårstyrelsen kan avge förklaring att förtroendevald av kårstyrelsen 
inte åtnjuter kårstyrelsens förtroende. För sådan förklaring fordras att 
mer än hälften av kårstyrelsens totala antal ledamöter bifaller detta. 

Misstroendeförklaring behandlas endast på begäran av minst tre 
ledamöter. 

Beslut gällande misstroendeförklaring inom kårstyrelsen kan 
överklagas till Fullmäktige. 

Kapitel 6: Sektioner 

§ 6:1 Sektionernas väsen 
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Alla medlemmar i Göta studentkår tillhör en sektion. 

Sektionens uppgift är att bedriva utbildningsbevakning inom 
sektionens område, arrangera studiesocial verksamhet, engagera 
kårens medlemmar, förmå sektionens studenter att bli medlemmar i 
Göta studentkår samt att utse kårens företrädare inom sektionens 
verksamhetsområde. 

Varje sektion ska verka för att medlemmar kandiderar och röstar i 
kårvalet. 

§ 6:2 Sektionernas antal och verksamhetsområden 
Göta studentkår har fem sektioner: 

> Humanistsektionen 
> Samhällsvetarsektionen 
> Naturvetarsektionen 
> IT-sektionen 
> Utbildningsvetenskapliga sektionen 

Sektionernas verksamhetsområde är lika med respektive fakultet. 

§ 6:3 Sektionstillhörighet 
Varje medlem tillhör den sektion där den läser flest antal 
högskolepoäng. Studenter antagna till ett utbildningsprogram tillhör 
den sektion vars verksamhetsområde är lika med det 
fakultetsnämndsområde eller motsvarande som ansvarar för 
programmet. 

Medlem som studerar lika många högskolepoäng vid två sektioner 
får själv välja till vilken sektion medlemmen ska tillhöra. 

§ 6:4 Sektionsstyrelse 
Sektionsstyrelsen ansvarar för sektionens verksamhet. 

Sektionsstyrelsens ledamöter ska ansvara för utbildningsfrågor, 
studiesociala frågor och ekonomi. 

Sektionsstyrelsen svarar inför kårstyrelsen. 
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§ 6:5 Sektionsstyrelsens sammansättning 
Sektionsstyrelsens ledamöter ska vara medlemmar av Göta 
studentkår. Skulle en sektionsstyrelseledamot avbryta, eller pausa, 
sina studier har denne rätt att fullfölja sitt uppdrag med ett 
stödmedlemskap. 

Sektionsstyrelsen skall bestå av 3–9 ledamöter inklusive 
sektionsordförande och vice sektionsordförande. 

§ 6:6 Uppgifter 
Sektionsstyrelsen har till uppgift att: 

> leda sektionens arbete 
> företräda sektionen 
> utse studentrepresentanter inom sektionens 

verksamhetsområde 
> innan det andra fullmäktigesammanträdet under 

höstterminen under sitt verksamhetsår lämna förslag på 
representant till valberedningen 

> nominera minst 1 representant till valnämnden senast den 1 
oktober under sitt verksamhetsår 

> senast 1 oktober efterföljande verksamhetsår inlämna en 
verksamhetsberättelse till Kårstyrelsen 

Uppdrag för sektionsstyrelsens ledamöter regleras i 
Uppdragsbeskrivningar för sektionsstyrelseledamöter. 

Kapitel 7: Råd 

§ 7:1 Rådens väsen 
Göta studentkårs råd är organ för samverkan och samråd mellan 
kårstyrelsen och sektionerna. 

Råden finns till för att behandla strategiska frågor inom Göta 
studentkår. 

§ 7:2 Skapandet av råd 
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Kårstyrelsen har rätt att skapa råd. Råden skapas vid behov av extra 
samverkan inom frågor som rör hela verksamheten. 

§ 7:3 Sammansättning 
Rådens sammansättning bestäms av kårstyrelsen. 

Minst en ledamot från varje sektion samt kårstyrelsen 
rekommenderas, beroende på rådets syfte kan detta undantas från. 

§ 7:4 Kallelse 
Rådet sammanträder på kallelse av rådets ordförande. 

Kapitel 8: Kommittéer och utskott 

§ 8:1 Kommittéer och utskotts väsen 
För beredning och genomförande av specifika intressefrågor har 
kårstyrelsen till sitt förfogande kommittéer samt sektionsstyrelserna 
utskott. 

§ 8:2 Sammansättning 
Kommittéernas ledamöter väljs av kårstyrelsen. 

Utskottens ledamöter väljs av sektionsstyrelse. 

Ledamöter i kommittéer och utskott ska vara medlemmar i Göta 
studentkår. 

Kapitel 9: Doktorandråd 

§ 9:1 Doktorandrådens väsen 
Doktorandråden är sammanslutningar av doktorander som studerar 
vid någon av de fakulteter som representeras av Göta studentkår. 
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Doktorandråden regleras ytterligare i dokumentet ”Arbetsordning för 
doktorandråd”. 

§ 9:2 Doktorandrådens antal och verksamhetsområden 
Göta studentkår har fem doktorandråd: 

> Humanistiska doktorandrådet 
> Samhällsvetenskapliga doktorandrådet 
> Naturvetenskapliga doktorandrådet 
> IT-fakultetens doktorandråd 
> Utbildningsvetenskapliga doktorandrådet 

Doktorandrådens verksamhetsområde är lika med respektive fakultet 
och sektion. 

§ 9:3 Uppgift 
Doktorandrådets har till uppgift att: 

> samordna forskarstuderande vid representerad fakultet 
> vara en plattform för diskussion mellan doktorander 
> agera remissinstans för Göteborgs universitet i frågor som rör 

doktorander 
> föra information mellan doktorander och Göta studentkårs 

sektionsstyrelser 
> nominera doktorander för studentrepresentantsuppdrag till 

sektionsstyrelsen 
> utse en representant till Göteborgs universitets 

doktorandkommitté (GUDK) 

§ 9:4 Sammansättning 
Doktorandrådet består av ordförande, vice ordförande, kassör och 
sekreterare. Utöver presidiet ska i doktorandrådet ingå en 
representant från varje institution inom verksamhetsområdet. Alla 
doktorandrepresentanter som sitter i fakultetsgemensamma organ 
inom verksamhetsområdet är också ledamöter i doktorandrådet. 
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Kapitel 10: Valberedning 

§ 10:1 Valberedningens väsen 
Valberedningen bereder samtliga val som förrättas av fullmäktige 
samt val av sektionsstyrelseledamöter. 

Valberedningen kan ges i uppdrag av fullmäktige eller kårstyrelsen 
att bereda ytterligare val. 

 

§ 10:2 Valberedningens sammansättning 
Valberedningen består av tre till sex ledamöter och bör bestå av 
medlemmar från olika sektioner. 

Valberedningen utser inom sig en sammankallare och en biträdande 
sammankallare.  

§ 10:3 Sammanträden 
Valberedningen sammanträder på kallelse av valberedningens 
sammankallare. 

§ 10:4 Beslutsmässighet 
Valberedningen är beslutsmässig när sammankallare eller 
biträdande sammankallare samt minst hälften av Valberedningens 
ledamöter är närvarande. Vid lika röstetal har sammankallare 
utslagsröst. 

§ 10:5 Valberedningens uppgifter 
Valberedningen ska senast två veckor före fullmäktigesammanträde 
då val ska hållas lämna fullständigt namnförslag på de val som ska 
förrättas. 

Valberedningen har i uppdrag att lämna förslag på eventuella 
fyllnadsval av förtroendeposter som behöver förrättas under året. 
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Kapitel 11: Revision 

§ 11:1 Ekonomisk revision 
Göta studentkårs ekonomiska revision ska utföras av en auktoriserad 
revisor. 

§ 11:2 Verksamhetsrevision 
Verksamheten ska granskas av en verksamhetsrevisor.  

§ 11:3 Avlämnande av revisionsberättelse 
Ekonomisk revisor och verksamhetsrevisor ska lämna separata 
revisionsberättelser till fullmäktige senast den 15 november efter det 
verksamhetsår som revisionen avser. Verksamhetsrevisors berättelse 
ska innehålla yttrande angående ansvarsfrihet för styrelsen. 

Ekonomisk revisors berättelse ska innehålla yttrande angående 
ansvarsfrihet för styrelsen, fastställande av resultat- och 
balansräkning samt yttrande angående styrelsens förslag på hur 
överskott ska disponeras eller underskott täckas. 

§ 11:4 Extraordinarie ekonomisk revision 
Om styrelsen eller fullmäktige begär, ska de ekonomiska revisorerna 
verkställa en särskild revision av viss del av förvaltningen. 

§ 11:5 Extraordinarie verksamhetsrevision 
Verksamhetsrevisor kan verkställa en särskild revision av ett ärende 
på eget initiativ eller på uppdrag av kårmedlem. 

§ 11:6  Följande av revisionssed 
Revisorerna ska följa god revisionssed. 

§ 11:7 Förhinder att inneha annat förtroendeuppdrag  
samtidigt med revisorsuppdrag 
Revisor får ej inneha annat förtroendeuppdrag inom Göta studentkår. 
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Kapitel 12: Kårföreningar 

§ 12:1 Kårföreningars väsen 
Sammanslutningar som vänder sig till medlemmar av Göta 
studentkår kan ansöka om status som kårförening. Ansökningen 
beslutas av kårstyrelsen och regleras av dess styrdokument. 

Om en förening som ansöker om kårföreningsstatus blir nekad 
kårföreningsstatus kan föreningen överklaga kårstyrelsens beslut till 
fullmäktige. 

§ 12:2 Erhållande av kårföreningsstatus 
För att erhålla status som kårförening ska föreningens stadga 
godkännas av kårstyrelsen. 

Krav på föreningen regleras i Regler för Göta studentkårs föreningar. 

§ 12:3 Kårföreningars rättigheter och skyldigheter 
Kårföreningars rättigheter och skyldigheter regleras av Regler för 
Göta studentkårs föreningar. 

§ 12:4 Upphävande av kårföreningsstatus 
Kårstyrelsen får besluta om att upphäva kårföreningsstatus om 
föreningens verksamhet upphör eller bryter mot Göta studentkårs 
stadga, värdegrund eller övriga styrdokument. 

Förening kan överklaga beslut om upphävande till fullmäktige. 

Kårförening som själv vill upphäva sin kårföreningsstatus ska 
meddela detta till kårstyrelsen. 

Kårstyrelsen ska omedelbart bifalla sådan förfrågan. 
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Kapitel 13: Sektionsföreningar 

§ 13:1 Sektionsföreningarnas väsen 
En sektionsförening är en sammanslutning av medlemmar som 
studerar inom samma fakultet, institution, program, ämne eller 
motsvarande på en av Göta studentkårs sektioner. 

§ 13:2 Uppgift 
Sektionsföreningars syfte är att bedriva utbildningsbevakning för 
studenterna de representerar och/eller arrangera studiesociala 
aktiviteter för medlemmar och övriga studenter. 

§ 13:3 Erhållande av sektionsföreningsstatus 
För att erhålla status som sektionsförening ska ansökan inkomma till 
sektionsstyrelsen vid den sektion som sektionsföreningen önskar vara 
verksam. 

Krav på föreningen regleras i Regler för Göta studentkårs föreningar. 

§ 13:4 Upphävande av sektionsföreningsstatus 
Sektionsstyrelse får besluta om att upphäva en förenings status som 
sektionsförening om föreningens verksamhet upphör eller bryter mot 
Göta studentkårs stadga, värdegrund eller övriga styrdokument. 

Beslut gällande sektionsföreningsstatus kan överklagas till 
Fullmäktige. 

 

Kapitel 14: Styrdokument 

§ 14:1 Styrdokument 
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Förutom denna stadga finns, delegationsordning, arbetsordningar, 
uppdragsbeskrivningar, värdegrund, vision, åsiktsdokument, policys, 
planer och regler. 

§ 14:2 Ändringar av stadgar 
För ändring av dessa stadgar krävs lika lydande beslut fattade med 
3/4 majoritet av antalet godkända avlagda röster vid två olika 
fullmäktigemöten med minst trettio veckodagar emellan. 

§ 14:3 Redaktionella ändringar 
Beslut om redaktionella ändringar får tas av kårstyrelsen. 

Vid tvist avgör stadgetolkningsnämnden om en ändring är 
redaktionell. 

§ 14:4 Stadgetolkningsnämnd 
Uppstår en tvist om dessa stadgar ska frågan hänskjutas till en 
stadgetolkningsnämnd bestående av kårens verksamhetsrevisor, 
talman och kårordförande. Är nämnden oenig avgörs tolkningen 
genom omröstning. Vid omröstning bifalles det förslag som har stöd 
av minst hälften av det totala antalet röster. 

§ 14:5 Delegationsordning 
Fullmäktige fastställer och reviderar Delegationsordning för Göta 
studentkår. I denna framgår uppgifter och befogenheter. 

Delegationsordningen bör tas upp till diskussion eller beslut en gång 
per år. 

Det finns endast en delegationsordning inom Göta studentkår, övriga 
beslut om delegering till enskilda individer i kårstyrelse eller 
sektionsstyrelse beskrivs i respektive arbetsordning. 

§ 14:6 Arbetsordningar 
Arbetsordning ska finnas för respektive instans inom organisationen. 
Den ska ange direktiv om vad organet ska göra, samt 
tillvägagångssätt, eventuella tidsplaner och delegeringar till individer. 
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En arbetsordning ska beslutas om varje gång en ny mandatperiod 
påbörjas eller då ett organ tillsätts. 

Följande arbetsordningar beslutas av fullmäktige: 
> Arbetsordning för fullmäktigemöten 
> Arbetsordning för valberedningen 
> Arbetsordning för verksamhetsrevisor 
> Arbetsordning för studentrepresentanter 
> Arbetsordning för doktorandråd 

Följande arbetsordningar beslutas av kårstyrelsen: 
> Arbetsordning för kårstyrelsen 
> Arbetsordning för sektioner 

För övriga arbetsordningar beslutas dessa av det organ som utsett 
instansen. I det fall samma typ av organ ska finnas på flera sektioner 
bör gemensam arbetsordning beslutas av kårstyrelsen. 

§ 14:7 Valordning 
Utöver vad som sägs i denna stadga, regleras val till fullmäktige av 
Göta studentkårs valordning. 

För att ändra valordningen krävs lika lydande beslut med 3/4 
majoritet av antalet godkända avlagda röster vid två olika 
fullmäktigemöten med minst trettio veckodagar emellan. 

§ 14:8 Uppdragsbeskrivningar 
Uppdragsbeskrivningar är dokument som beskriver enskilda 
individers roll och uppdrag.  

Uppdragsbeskrivningar ska beslutas om före varje val av enskild post 
har skett. 

Följande uppdragsbeskrivningar ska beslutas av fullmäktige: 
> Kårordförande 
> Vice kårordförande 
> Utbildningsbevakningssamordnare 
> Event- och föreningssamordnare 
> Respektive sektionsordförande 
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> Samhällsvetarsektionens vice ordförande 
> Uppdragsbeskrivningar för sektionsstyrelseledamöter 

Uppdragsbeskrivningar till övriga uppdrag beslutas i de fall de behövs 
av det organ som utsett posten. I det fall samma typ av post ska 
finnas på flera sektioner bör gemensam arbetsordning beslutas av 
kårstyrelsen. 

§ 14:9 Värdegrund och vision 
Göta studentkårs värdegrund samt Göta studentkårs vision fastställs 
och revideras av fullmäktige. 

§ 14:10 Åsiktsdokumentet 
Göta studentkårs åsiktsdokument fastställs och revideras av 
fullmäktige. 

Göta studentkårs åsikter redovisas i Göta studentkårs 
åsiktsdokument. 

§ 14:11 Policydokument 
Policy fastställes och revideras av fullmäktige eller kårstyrelsen.  

En policy är en förordning för hur Göta studentkårs verksamhet ska 
bedrivas och som inte finns statuerat i stadga, arbetsordning eller 
uppdragsbeskrivning. Policy ska inte uttrycka en åsikt. 

Följande policydokument beslutas av fullmäktige: 

> Göta studentkårs alkohol- och drogpolicy 
> Göta studentkårs ekopolicy 
> Göta studentkårs policy för heltidsarvoderade 
> Göta studentkårs likabehandlingspolicy 
>  Göta studentkårs placeringspolicy 
> Policy för avstängning från särskilda kåraktiviteter 
> Policy för samarbeten och externa relationer 

Följande policydokument beslutas av kårstyrelsen: 

> Göta studentkårs arbetsmiljöpolicy 
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> Göta studentkårs policy för hantering av personuppgifter 
> Göta studentkårs personalpolicy 
> Göta studentkårs policy för arbetsrelaterade event 

Kårstyrelsen ska rapportera genomförda policyändringar till 
fullmäktige under nästkommande fullmäktigemöte. 

§ 14:12 Planer 
Planer fastställes av kårstyrelsen, undantagen verksamhetsplan som 
fastställes av fullmäktige. 

Handlingsplaner ska vara tidsbestämda och löper till dess slutdatum. 
Planer ska beskriva uppföljningsbara mål. 

§ 14:13 Regler 
Regler fastställes av det organ som finner att behov av regler finns. 
Regler gäller tills vidare men bör tas upp till beslutande organ 
regelbundet. Regler ska fortlöpande följas upp. 

Kapitel 15: Upplösning 

§ 15:1 Beslut om upplösning 
För att upplösa Göta studentkår krävs likalydande beslut fattat med 
3/4 majoritet av fullmäktiges totala antal röster vid två olika 
fullmäktigemöten med ett kårval emellan. 

§ 15:2 Sammanslutningens tillgångar vid upplösning 
Vid upplösning av Göta studentkår beslutar fullmäktige med 3/4 
majoritet av antalet godkända avlagda röster vad organisationens 
tillgångar ska gå till. Kan fullmäktige inte fatta ett beslut ska 
tillgångarna fonderas i en fond för studentfackligt arbete. 
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Författare:  Leonardo Rhedin 
Datum: 2023-02-10 

§ 5.3 Diskussion: SFS medlemsmöte 

SFS medlemsmöte genomfördes i Stockholm och det primära syftet var att gå igenom 
propositioner inför SFSFUM. Innan medlemsmötet träffades U6-nätverket för att diskutera 
inför medlemsmötet. U6-nätverket består av Göta studentkår, SAKS, StuFF, Consensus, 
Umeå studentkår, Uppsala studentkår, Uppsala teknolog- och naturvetarkår, Stockholms 
universitets studentkår och Lunds universitetsallians. 

Nedan finns information om diskussionerna från både U6-nätverket och SFS 
medlemsmöte. Jag har även inkluderat lite information om SFSFUM som kan vara bra att 
känna till. 

U6-nätverket 
U6-nätverket träffades i Uppsala 6 februari, nedan finns de ämnena som togs upp. 

Fribeloppet 
Vi tog upp att Göta har kollat vad våra medlemmar faktiskt tycker om fribeloppet och att vi 
anser att vi behöver agera eftersom det ekonomiska läget är tyngre än någonsin. Vi 
berättade att vi vill driva att fribeloppet slopas under sommarmånaderna och att det bör 
vara en fokusfråga nästkommande verksamhetsår, som en kortsiktig lösning på det 
ekonomiska läget. De flesta övriga kårer inom U6-nätverket höll med, med reservation för 
att konsekvenserna kan bli att regeringen inte ökar CSN.  

Resursfördelningsmodellen 
Det var väldigt starka åsikter om resursfördelningsmodellen och U6-nätverket var inte 
överens. Teknolog, natur och medicinarkårerna anser att deras utbildningar blir urholkade 
och att de knappt har resurser för att utföra laborationer och andra moment som kräver 
lärarledd tid. Kårerna som representerar samhällsvetare, humanister och lärare anser 
däremot att mängden lärarledd tid är kritisk och att fördelningsmodellen måste förändras 
snarast. 
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Politiska partier med främlingsfientlig agenda 
Stockholms universitets studentkår kommer under SFSFUM motionera om att lägga till en 
skrivelse i SFS stadga. Skrivelsen förtydligar att SFS inte ska ge plattform åt politiska partier 
med främlingsfientlig politik. 

Studenters återhämtning 
Samtliga kårer inom U6 är överens om att SFS aktivt behöver arbeta för att öka studenters 
möjlighet till återhämtning. Formerna för det arbetet är inte klart, det går att ta en ambitiös 
nivå, som att införa studiefri tid under jul. Det går även att var mer passiv som att 
tidigarelägga höstterminen. 

Uppsala studentkår pratade mycket om att arbeta för att studenter i större utsträckning 
ska hanteras som arbetstagare. Bland annat genom att införa möjlighet till 
deltidssjukskrivning och att studenter ska kunna samla på sig semesterdagar. 

Akademiska hus vinstkrav 
För att öka resurserna till högre utbildning vill StuFF att SFS ska verka för att Akademiska hus 
slopar vinstkravet. Vinstkravet innebär höga hyror för lärosätena och pengar som bör gå 
till utbildning går istället till fastigheterna. Dock måste Akademiska hus enligt EU-lag ha 
vinstkrav och det kommer därför inte vara möjligt. StuFF kommer fundera vidare på hur 
mer av lärosätenas resurser kan gå till utbildning. 

Akademisk frihet lärosätena 
Vi tog upp problematiken kring att regeringen går in och petar i specifika utbildningar, 
exempelvis socionomprogrammet och lärarprogrammen. Vi diskuterade därför att forma 
en motion innebär att SFS ska verka för att regeringen ska hålla sig borta från specifika 
utbildningar och istället fokusera på att genomföra stödjande insatser till högre utbildning. 
Vi fick medhåll från de andra kårerna samt SFS vice ordförande. 

Medlemsmötet 
Det primära syftet med medlemsmötet var att kårerna skulle få ge inspel på propositioner 
inför SFSFUM. Dessvärre skickade SFS inget underlag inför mötet och det var därför svårt att 
förbereda sig. 
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SFS gav även lite uppdatering i vad de har arbetat med hittills under verksamhetsåret. 
Medlemskårerna fick möjlighet att skicka frågor till presidiet och vi valde att fråga om 
fribeloppet samt resursfördelningsmodellen. 

Fribeloppet 
Regeringen visar ingen vilja till att öka studiemedlet. De ställer sig däremot mer positiva till 
att göra andra förändringar som kan gynna studenters ekonomi, exempelvis att se över 
fribeloppet. Förutsättningarna för att kunna slopa fribeloppet under sommarmånaderna 
ser därför goda ut och en fråga vi kan driva aktivt genom SFS. 

Nationell standard för studieplatser 
SFS arbetar på att ta fram en handbok för SAMO och SHAMO. I handboken kommer det 
inkluderas verktyg och medel för att kunna arbeta lokalt med frågan om studieplatser. 
Handboken kommer släppas snart och då får vi ta ställning till om vi är nöjda med arbetet. 

Resursfördelningsmodellen 
Arbetet med att se över resursfördelningsmodellen som styr hur mycket pengar 
utbildningarna får för att bedriva sin verksamhet pågår. SFS hade inga konkreta rapporter 
mer än att frågan behandlas med regeringen och kommer pågå även nästa 
verksamhetsår. 

Särskilt pedagogiskt stöd 
SFS har tagit fram en rapport om pedagogiskt stöd som går att läsa här. SFS arbetar även 
på att integrera NAIS med Ladok, och studenter ska därmed kunna få pedagogiskt stöd 
godkänt under sommaren. Arbetet med integrationen går framåt och Ladok är positiva, 
däremot behöver SFS säkerställa att studenters integritet bibehålls. 

Individuell studieplan doktorander 
Inom SFS finns en nationell doktorandkommitté som för närvarande kollar på den 
individuella studieplanen. Doktorandkommittén upplever att det är otydligt vad 
dokumentet ska innehålla och hur det ska användas. Exempelvis är studieplanen ett 
juridiskt bindande dokument, men det är även ett stöddokument. Tillsammans med SFS 
styrelse kollar man därför på att skapa tydliga riktlinjer och sprida exempel på hur en god 
individuell studieplan kan se ut. Det kommer komma en proposition om ämnet på SFSFUM 
och då har vi mer underlag att diskutera. 
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Kostnadsfri verksamhetsförlagd utbildning 
Under förgående SFSFUM gick en motion igenom om att SFS ska verka och arbeta för att 
samtliga studenter ska få ersättning för kostnader kopplade till verksamhetsförlagd 
utbildning. SFS har en arbetsgrupp som driver frågan och en utredning kommer 
presenteras för regeringen under våren. 

Basårsstudenter 
SFS fick på förgående SFSFUM ett uppdrag att undersöka hur SFS kan representera 
basårsstudenter. SFS styrelse har tolkat uppdraget som att kolla på möjligheten att 
representera naturvetenskapliga basårsstudenter, eftersom teknologerna redan är 
representerade av sina respektive kårer. SFS styrelse kommer på SFSFUM föreslå en 
stadgerevidering som innebär att naturvetenskapliga basårsstudenter representeras av 
SFS. 

Uppdragsutbildningar 
SFS styrelse undersöker hur SFS kan representera studenter som läser 
uppdragsutbildningar. Det råder delade meningar om det eftersom uppdragsutbildningar 
finansieras av externa parter. 

SFS styrelse 
SFS styrelse består just nu av 13 ledamöter inklusive presidiet. Sittande styrelse upplever att 
det är för många personer och kollar på att minska antalet till 9 eller 11. Bakgrunden är 
bland annat har det uppstått problem med grupperingar inom styrelsen. 

SFS åsiktsprogram 
För tillfället är SFS åsikter uppdelade i olika dokument. SFS styrelse håller därför på att kolla 
på att slå ihop dokumenten till ett. Tanken är att innehållet i dokumenten inte ska ändras. 
Medlemskårerna kommer ha möjlighet att motionera på formen av åsiktsprogrammet, 
samt innehållet. 

Valberedningen 
Nomineringen för SFS förtroendeuppdrag har öppnat och sista dag för att nominera är 31 
mars. Det finns möjlighet att söka till SFS presidium, styrelse, valberedningen och 
verksamhetsrevisorer. Det hade varit kul om Göta är representerade i någon av organen, 
om någon är intresserad. 

 



Adress 
Götabergsgatan 17 
411 34 Göteborg 

Kontakt 
031-708 44 40 
info@gota.gu.se 

Digitalt 
gotastudentkar.se 
@gotastudentkar 

§ 5.3 SFS medlemsmöte 
Kårstyrelsemöte 8 
2022/23, 23-02-16 

 

 

SFSFUM 

Hållpunkter 
> Nomineringsperiod stänger 31 mars kl 23.50 
> Propositioner skickas ut 10 mars 
> Motionsperiod 10 mars – 31 mars 
> Motionsmöten med SFS är 23 mars kl 16.00 – 17.00 och 30 mars kl 16.00 – 17.00 
> SFSFUM genomförs 5 – 7 maj i Eskilstuna 

Propositioner 
Propositioner är SFS styrelses förslag som medlemskårerna får ta ställning till. 
Propositionerna kommer vara fördelade i stadga, budget, verksamhetsplan och val. 

Motioner 
Motioner ska innehålla följande: 

> Bakgrund 
> Att-sats 
> Motionär 

Motioner får endast innehålla en att-sats, det vill säga att varje yrkande måste ha en egen 
motion. Motioner kan skickas i två former, man kan motionera på styrelsens propositioner 
och man kan skicka övriga motioner som inte är kopplade till några propositioner. 

Interpellationer 
Interpellationer är en fråga till SFS styrelse, det kan exempelvis röra sig om att en kår önskar 
ett förtydligande om en proposition. 

Åstiktstorg 
Under SFSFUM behandlas ett stort antal motioner och åsiktstorget är ett forum där alla 
kårer får presentera sina motioner. Kårerna kan på forumet diskutera om man vill stå 
bakom andra motioner och om man vill driva en fråga ihop. De motioner som inte har 50% 
stöd från kårerna kommer inte behandlas under plenum. 

Plenum 
Plenum är mötet där SFSFUM röstar på propositioner och motioner. Under plenum kommer 
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det vara begränsat med tid och det finns inte mycket utrymme för diskussioner. Det är 
därför viktigt att vara förberedd och att vi vet hur vi vill rösta. 

Mötesverktyg 
Under SFSFUM kommer vi använda ett digitalt mötesverktyg – VoteIT. Alla propositioner och 
motioner kommer läggas upp på VoteIT. 

Delegation 
Göta har 21 mandat på SFSFUM och vi kan skicka upp till 12 ombud. 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-02-06 14:16:06.97276 UTC ±21 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      90.227.92.137

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Anneli Arohlén (AA) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-05-07 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2023-02-06 14:16:06.97276 UTC ±21 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ordf@gota.gu.se) to Leonardo Rhedin (LR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-02-06 14:16:06.97276 UTC ±21 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (humsek@gota.gu.se) to Ellen Holm (EH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-02-06 14:16:21.093819 UTC ±21 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      90.227.92.137

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The party Anneli Arohlén (AA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-02-06 14:16:22.790301 UTC ±21 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anneli Arohlén (AA) was delivered.

      


    

  



  

  

    		2023-02-06 14:16:22.807427 UTC ±21 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anneli.arohlen@gota.gu.se was opened.

      


    

  



  

  

    		2023-02-06 14:16:22.822169 UTC ±21 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Leonardo Rhedin (LR) was delivered.

      


    

  



  

  

    		2023-02-06 14:16:22.838563 UTC ±21 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ellen Holm (EH) was delivered.

      


    

  



  

  

    		2023-02-06 14:16:57.480452 UTC ±22 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      90.227.92.137

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) changed the text in the text field “ID number” from 

  blank

 to 

  “9009244329”

.  

      


    

  



  

  

    		2023-02-06 14:16:57.480452 UTC ±22 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      90.227.92.137

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) signed in the signature box “Signatur 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		16		0.519		0.599



 

      


    

  



  

  

    		2023-02-06 14:17:08.20713 UTC ±22 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      90.227.92.137

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Anneli Arohlén (AA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlByb3Rva29sbCBLw6Vyc3R5cmVsc2Vtw7Z0ZSA3ICgyMy0wMS0yNikiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ4NjYyMDQ0NC4=












Data returned from 

  the BankID network

:

  
Name: ANNELI AROHLÉN

  
ID number: 

  199009244329



  
IP: 90.227.92.137




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-02-06 14:25:31.009919 UTC ±32 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to humsek@gota.gu.se was opened.

      


    

  



  

  

    		2023-02-06 14:25:31.358433 UTC ±32 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The party Ellen Holm (EH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) changed the text in the text field “ID number” from 

  blank

 to 

  “9502106587”

.  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 18”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.203		0.052



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 20”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.203		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 22”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.204		0.052



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 24”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.205		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 26”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.205		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 28”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.205		0.052



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 30”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.204		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 32”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.204		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 34”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.206		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 36”. The checkbox’s placement in the Main Document:		Page		X		Y

		10		0.203		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 38”. The checkbox’s placement in the Main Document:		Page		X		Y

		11		0.204		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 40”. The checkbox’s placement in the Main Document:		Page		X		Y

		12		0.203		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 42”. The checkbox’s placement in the Main Document:		Page		X		Y

		13		0.204		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 44”. The checkbox’s placement in the Main Document:		Page		X		Y

		14		0.203		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 46”. The checkbox’s placement in the Main Document:		Page		X		Y

		15		0.204		0.052



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) checked the checkbox “Kryssruta 48”. The checkbox’s placement in the Main Document:		Page		X		Y

		16		0.205		0.051



  

      


    

  



  

  

    		2023-02-06 14:28:58.56081 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Holm (EH) signed in the signature box “Signatur 3”.
[image: signature]Ll Aot







The box’s placement in the Main Document:		Page		X		Y

		16		0.125		0.726



 

      


    

  



  

  

    		2023-02-06 14:29:06.920604 UTC ±36 ms

    		2023-02-06 13:58:45.669696 UTC

    		

      185.184.94.115

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Ellen Holm (EH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlByb3Rva29sbCBLw6Vyc3R5cmVsc2Vtw7Z0ZSA3ICgyMy0wMS0yNikiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ4NjYyMDQ0NC4=












Data returned from 

  the BankID network

:

  
Name: ELLEN HOLM

  
ID number: 

  199502106587



  
IP: 185.184.94.115




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-02-08 13:04:57.081187 UTC ±3 ms

    		2023-02-08 13:00:42.125482 UTC

    		

      130.241.30.106

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Leonardo Rhedin (LR) at the request of the user Anneli Arohlén (AA).

      


    

  



  

  

    		2023-02-08 13:05:16.595738 UTC ±4 ms

    		2023-02-08 13:00:42.125482 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Leonardo Rhedin (LR) was delivered.

      


    

  



  

  

    		2023-02-10 11:01:51.394573 UTC ±54 ms

    		2023-02-10 10:02:43.231273 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ordf@gota.gu.se was opened.

      


    

  



  

  

    		2023-02-10 11:01:51.828063 UTC ±54 ms

    		2023-02-10 10:02:43.231273 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The party Leonardo Rhedin (LR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) changed the text in the text field “ID number” from 

  blank

 to 

  “199409256873”

.  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 17”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.054		0.053



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 19”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.054		0.051



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 21”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.055		0.051



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 23”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.054		0.051



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 25”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.054		0.051



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 27”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.054		0.051



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 29”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.055		0.052



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 31”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.053		0.051



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 33”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.053		0.052



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 35”. The checkbox’s placement in the Main Document:		Page		X		Y

		10		0.054		0.052



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 37”. The checkbox’s placement in the Main Document:		Page		X		Y

		11		0.055		0.051



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 39”. The checkbox’s placement in the Main Document:		Page		X		Y

		12		0.053		0.052



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 41”. The checkbox’s placement in the Main Document:		Page		X		Y

		13		0.054		0.053



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 43”. The checkbox’s placement in the Main Document:		Page		X		Y

		14		0.054		0.052



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 45”. The checkbox’s placement in the Main Document:		Page		X		Y

		15		0.054		0.051



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) checked the checkbox “Kryssruta 47”. The checkbox’s placement in the Main Document:		Page		X		Y

		16		0.053		0.052



  

      


    

  



  

  

    		2023-02-10 11:04:01.906206 UTC ±1 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Leonardo Rhedin (LR) signed in the signature box “Signatur 2”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		16		0.126		0.599



 

      


    

  



  

  

    		2023-02-10 11:04:16.330041 UTC ±2 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      80.217.95.187

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Leonardo Rhedin (LR) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlByb3Rva29sbCBLw6Vyc3R5cmVsc2Vtw7Z0ZSA3ICgyMy0wMS0yNikiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ4NjYyMDQ0NC4=












Data returned from 

  the BankID network

:

  
Name: LEONARDO RHEDIN

  
ID number: 

  199409256873



  
IP: 80.217.95.187




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-02-10 11:04:16.330041 UTC ±2 ms

    		2023-02-10 11:02:46.730164 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 0.86 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈99.624%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-12-30 19:21:44.854304 UTC and 2023-02-10 11:02:46.730164 UTC:







  		Time collected

  		Clock offset







  

    		2022-12-30 19:21:44.854304

    		0.2 ms

  





  

    		2022-12-30 20:21:47.951809

    		-0.3 ms

  





  

    		2022-12-30 21:21:50.33732

    		0.1 ms

  





  

    		2022-12-30 22:21:52.611424

    		-1.2 ms

  





  

    		2022-12-30 23:21:54.12995

    		0.3 ms

  





  

    		2022-12-31 00:21:56.257266

    		0.2 ms

  





  

    		2022-12-31 01:21:58.528488

    		-0.3 ms

  





  

    		2022-12-31 02:22:00.447805

    		0.5 ms

  





  

    		2022-12-31 03:22:02.397653

    		-15.7 ms

  





  

    		2022-12-31 04:22:05.237103

    		-23.4 ms

  





  

    		2022-12-31 05:22:08.738133

    		-12.8 ms

  





  

    		2022-12-31 06:22:10.856344

    		-0.5 ms

  





  

    		2022-12-31 07:22:13.534369

    		-2.1 ms

  





  

    		2022-12-31 08:22:15.789429

    		0.4 ms

  





  

    		2022-12-31 09:22:18.396798

    		-1.5 ms

  





  

    		2022-12-31 10:22:21.186203

    		2.5 ms

  





  

    		2022-12-31 11:22:23.544323

    		4.3 ms

  





  

    		2022-12-31 12:22:26.887085

    		2.5 ms

  





  

    		2022-12-31 13:22:29.334912

    		0.3 ms

  





  

    		2022-12-31 14:22:32.035909

    		0.6 ms

  





  

    		2022-12-31 15:22:34.232743

    		0.1 ms

  





  

    		2022-12-31 16:22:35.716366

    		-0.6 ms

  





  

    		2022-12-31 17:22:37.532158

    		-0.1 ms

  





  

    		2022-12-31 18:22:39.010639

    		2.9 ms

  





  

    		2022-12-31 19:22:40.491203

    		2.1 ms

  





  

    		2022-12-31 20:22:43.715867

    		0.8 ms

  





  

    		2022-12-31 21:22:46.504827

    		0.7 ms

  





  

    		2022-12-31 22:22:48.594794

    		-0.1 ms

  





  

    		2022-12-31 23:22:50.669022

    		0.7 ms

  





  

    		2023-01-01 00:22:53.354624

    		0.5 ms

  





  

    		2023-01-01 01:22:57.333738

    		-0.3 ms

  





  

    		2023-01-01 02:22:59.397972

    		7.3 ms

  





  

    		2023-01-01 03:23:00.963434

    		-0.7 ms

  





  

    		2023-01-01 04:23:03.5477

    		3.2 ms

  





  

    		2023-01-01 05:23:06.016425

    		-2.5 ms

  





  

    		2023-01-01 06:23:08.82814

    		0.0 ms

  





  

    		2023-01-01 07:23:10.641316

    		1.0 ms

  





  

    		2023-01-01 08:23:13.18837

    		0.3 ms

  





  

    		2023-01-01 09:23:14.783818

    		1.5 ms

  





  

    		2023-01-01 10:23:17.960301

    		0.8 ms

  





  

    		2023-01-01 11:23:21.371957

    		1.6 ms

  





  

    		2023-01-01 12:23:25.655126

    		0.5 ms

  





  

    		2023-01-01 13:23:27.71793

    		-0.4 ms

  





  

    		2023-01-01 14:23:29.482769

    		0.7 ms

  





  

    		2023-01-01 15:23:31.883625

    		0.9 ms

  





  

    		2023-01-01 16:23:35.293211

    		-0.1 ms

  





  

    		2023-01-01 17:23:38.199594

    		-0.7 ms

  





  

    		2023-01-01 18:23:41.213578

    		0.5 ms

  





  

    		2023-01-01 19:23:43.741939

    		-0.5 ms

  





  

    		2023-01-01 20:23:46.769925

    		1.2 ms

  





  

    		2023-01-01 21:23:49.805916

    		-0.1 ms

  





  

    		2023-01-01 22:23:52.909621

    		0.8 ms

  





  

    		2023-01-01 23:23:54.389508

    		-0.5 ms

  





  

    		2023-01-02 00:23:57.530621

    		-0.3 ms

  





  

    		2023-01-02 01:24:01.630026

    		0.5 ms

  





  

    		2023-01-02 02:24:04.665451

    		0.4 ms

  





  

    		2023-01-02 03:24:06.539219

    		1.1 ms

  





  

    		2023-01-02 04:24:08.695841

    		0.1 ms

  





  

    		2023-01-02 05:24:10.35018

    		-0.3 ms

  





  

    		2023-01-02 06:24:12.788766

    		0.6 ms

  





  

    		2023-01-02 07:24:14.781111

    		0.1 ms

  





  

    		2023-01-02 08:24:17.423781

    		-1.9 ms

  





  

    		2023-01-02 09:24:18.914612

    		0.3 ms

  





  

    		2023-01-02 10:24:20.684063

    		0.6 ms

  





  

    		2023-01-02 11:24:23.134426

    		1.5 ms

  





  

    		2023-01-02 12:24:25.126685

    		1.4 ms

  





  

    		2023-01-02 13:24:26.744848

    		-0.4 ms

  





  

    		2023-01-02 14:24:29.466181

    		0.1 ms

  





  

    		2023-01-02 15:24:31.092613

    		-0.5 ms

  





  

    		2023-01-02 16:24:33.103179

    		0.0 ms

  





  

    		2023-01-02 17:24:37.270441

    		-0.4 ms

  





  

    		2023-01-02 18:24:39.52217

    		0.5 ms

  





  

    		2023-01-02 19:24:41.915079

    		0.2 ms

  





  

    		2023-01-02 20:24:44.173253

    		-0.6 ms

  





  

    		2023-01-02 21:24:47.582398

    		0.4 ms

  





  

    		2023-01-02 22:24:50.259918

    		-0.9 ms

  





  

    		2023-01-02 23:24:53.570791

    		-1.1 ms

  





  

    		2023-01-03 00:24:57.626632

    		-0.1 ms

  





  

    		2023-01-03 01:25:00.905202

    		-1.0 ms

  





  

    		2023-01-03 02:25:03.610104

    		0.2 ms

  





  

    		2023-01-03 03:25:05.770381

    		-0.5 ms

  





  

    		2023-01-03 04:25:08.293832

    		2.2 ms

  





  

    		2023-01-03 05:25:11.481265

    		1.9 ms

  





  

    		2023-01-03 06:25:14.453294

    		1.4 ms

  





  

    		2023-01-03 07:25:17.80578

    		0.8 ms

  





  

    		2023-01-03 08:25:20.386636

    		2.1 ms

  





  

    		2023-01-03 09:25:22.831437

    		1.6 ms

  





  

    		2023-01-03 10:25:24.360461

    		0.1 ms

  





  

    		2023-01-03 11:25:25.865651

    		2.0 ms

  





  

    		2023-01-03 12:25:27.586109

    		-0.5 ms

  





  

    		2023-01-03 13:25:29.396634

    		0.3 ms

  





  

    		2023-01-03 14:25:30.964112

    		2.2 ms

  





  

    		2023-01-03 15:25:33.048887

    		0.8 ms

  





  

    		2023-01-03 16:25:34.669036

    		1.0 ms

  





  

    		2023-01-03 17:25:38.377583

    		1.6 ms

  





  

    		2023-01-03 18:25:42.576272

    		1.5 ms

  





  

    		2023-01-03 19:25:44.159293

    		0.6 ms

  





  

    		2023-01-03 20:25:45.974177

    		-0.1 ms

  





  

    		2023-01-03 21:25:48.607003

    		1.1 ms

  





  

    		2023-01-03 22:25:50.114147

    		0.3 ms

  





  

    		2023-01-03 23:25:52.299848

    		-0.2 ms

  





  

    		2023-01-04 00:25:55.560248

    		-0.2 ms

  





  

    		2023-01-04 01:25:58.019448

    		-0.5 ms

  





  

    		2023-01-04 02:25:59.605819

    		-1.0 ms

  





  

    		2023-01-04 03:26:02.819296

    		-0.2 ms

  





  

    		2023-01-04 04:26:05.794185

    		-3.3 ms

  





  

    		2023-01-04 05:26:07.371489

    		1.3 ms

  





  

    		2023-01-04 06:26:08.909815

    		0.6 ms

  





  

    		2023-01-04 07:26:10.484138

    		-0.5 ms

  





  

    		2023-01-04 08:26:13.066035

    		0.3 ms

  





  

    		2023-01-04 09:26:14.807474

    		-1.2 ms

  





  

    		2023-01-04 10:26:17.483849

    		0.5 ms

  





  

    		2023-01-04 11:26:19.929061

    		-0.9 ms

  





  

    		2023-01-04 12:26:22.894444

    		-0.7 ms

  





  

    		2023-01-04 13:26:25.693448

    		0.1 ms

  





  

    		2023-01-04 14:26:27.606938

    		0.2 ms

  





  

    		2023-01-04 15:26:30.196759

    		0.1 ms

  





  

    		2023-01-04 16:26:32.404038

    		0.6 ms

  





  

    		2023-01-04 17:26:35.108062

    		-0.2 ms

  





  

    		2023-01-04 18:26:38.385702

    		-1.5 ms

  





  

    		2023-01-04 19:26:41.096984

    		-0.2 ms

  





  

    		2023-01-04 20:26:43.81454

    		-1.4 ms

  





  

    		2023-01-04 21:26:47.538491

    		0.3 ms

  





  

    		2023-01-04 22:26:50.307526

    		0.7 ms

  





  

    		2023-01-04 23:26:52.976576

    		-1.3 ms

  





  

    		2023-01-05 00:26:55.647246

    		-0.7 ms

  





  

    		2023-01-05 01:26:57.417609

    		-4.5 ms

  





  

    		2023-01-05 02:27:00.163923

    		-0.3 ms

  





  

    		2023-01-05 03:27:03.189878

    		-1.3 ms

  





  

    		2023-01-05 04:27:05.839491

    		-2.6 ms

  





  

    		2023-01-05 05:27:09.811726

    		-2.6 ms

  





  

    		2023-01-05 06:27:13.163499

    		1.2 ms

  





  

    		2023-01-05 07:27:16.77343

    		2.8 ms

  





  

    		2023-01-05 08:27:19.347751

    		2.3 ms

  





  

    		2023-01-05 09:27:22.487442

    		0.1 ms

  





  

    		2023-01-05 10:27:24.023919

    		0.6 ms

  





  

    		2023-01-05 11:27:25.468855

    		-0.6 ms

  





  

    		2023-01-05 12:27:27.626162

    		0.1 ms

  





  

    		2023-01-05 13:27:29.724274

    		-0.1 ms

  





  

    		2023-01-05 14:27:31.142233

    		0.3 ms

  





  

    		2023-01-05 15:27:33.59459

    		1.8 ms

  





  

    		2023-01-05 16:27:35.342881

    		1.4 ms

  





  

    		2023-01-05 17:27:36.790715

    		0.5 ms

  





  

    		2023-01-05 18:27:38.491884

    		0.1 ms

  





  

    		2023-01-05 19:27:41.044293

    		-2.3 ms

  





  

    		2023-01-05 20:27:42.985545

    		-1.4 ms

  





  

    		2023-01-05 21:27:46.671501

    		-1.0 ms

  





  

    		2023-01-05 22:27:49.813308

    		-1.1 ms

  





  

    		2023-01-05 23:27:53.0571

    		1.3 ms

  





  

    		2023-01-06 00:27:55.195975

    		0.7 ms

  





  

    		2023-01-06 01:27:56.832664

    		0.9 ms

  





  

    		2023-01-06 02:27:59.137682

    		-1.0 ms

  





  

    		2023-01-06 03:28:01.603366

    		-1.0 ms

  





  

    		2023-01-06 04:28:05.631944

    		-0.5 ms

  





  

    		2023-01-06 05:28:09.27678

    		-0.5 ms

  





  

    		2023-01-06 06:28:13.653123

    		-0.4 ms

  





  

    		2023-01-06 07:28:15.780013

    		0.0 ms

  





  

    		2023-01-06 08:28:17.248163

    		0.6 ms

  





  

    		2023-01-06 09:28:19.580544

    		0.5 ms

  





  

    		2023-01-06 10:28:21.86182

    		0.2 ms

  





  

    		2023-01-06 11:28:23.993864

    		-0.6 ms

  





  

    		2023-01-06 12:28:25.799243

    		-0.4 ms

  





  

    		2023-01-06 13:28:27.550958

    		0.7 ms

  





  

    		2023-01-06 14:28:30.346394

    		-0.1 ms

  





  

    		2023-01-06 15:28:32.563747

    		0.2 ms

  





  

    		2023-01-06 16:28:34.185882

    		-0.2 ms

  





  

    		2023-01-06 17:28:38.06408

    		-0.8 ms

  





  

    		2023-01-06 18:28:41.625694

    		0.3 ms

  





  

    		2023-01-06 19:28:45.571917

    		0.3 ms

  





  

    		2023-01-06 20:28:49.325173

    		-0.4 ms

  





  

    		2023-01-06 21:28:52.157071

    		0.1 ms

  





  

    		2023-01-06 22:28:54.049886

    		0.9 ms

  





  

    		2023-01-06 23:28:58.118898

    		0.1 ms

  





  

    		2023-01-07 00:29:00.020287

    		-0.1 ms

  





  

    		2023-01-07 01:29:02.157665

    		0.1 ms

  





  

    		2023-01-07 02:29:04.605477

    		-1.7 ms

  





  

    		2023-01-07 03:29:07.370989

    		-2.2 ms

  





  

    		2023-01-07 04:29:08.924208

    		-0.2 ms

  





  

    		2023-01-07 05:29:11.519029

    		0.3 ms

  





  

    		2023-01-07 06:29:13.083919

    		1.0 ms

  





  

    		2023-01-07 07:29:15.363275

    		-0.1 ms

  





  

    		2023-01-07 08:29:17.421106

    		-0.2 ms

  





  

    		2023-01-07 09:29:19.227623

    		0.1 ms

  





  

    		2023-01-07 10:29:21.25743

    		-6.0 ms

  





  

    		2023-01-07 11:29:23.530651

    		0.9 ms

  





  

    		2023-01-07 12:29:25.476723

    		0.7 ms

  





  

    		2023-01-07 13:29:27.074331

    		0.2 ms

  





  

    		2023-01-07 14:29:28.892053

    		1.8 ms

  





  

    		2023-01-07 15:29:31.325904

    		1.4 ms

  





  

    		2023-01-07 16:29:33.730005

    		-1.3 ms

  





  

    		2023-01-07 17:29:35.808388

    		0.4 ms

  





  

    		2023-01-07 18:29:37.743334

    		-0.7 ms

  





  

    		2023-01-07 19:29:39.701099

    		-1.0 ms

  





  

    		2023-01-07 20:29:41.981066

    		0.5 ms

  





  

    		2023-01-07 21:29:45.432029

    		-1.2 ms

  





  

    		2023-01-07 22:29:48.495916

    		-0.6 ms

  





  

    		2023-01-07 23:29:50.464047

    		1.2 ms

  





  

    		2023-01-08 00:29:53.311076

    		-2.3 ms

  





  

    		2023-01-08 01:29:57.176077

    		-4.1 ms

  





  

    		2023-01-08 02:29:59.510602

    		-4.0 ms

  





  

    		2023-01-08 03:30:02.899214

    		-1.1 ms

  





  

    		2023-01-08 04:30:06.991319

    		-0.1 ms

  





  

    		2023-01-08 05:30:08.679662

    		0.5 ms

  





  

    		2023-01-08 06:30:11.863955

    		-1.2 ms

  





  

    		2023-01-08 07:30:13.428205

    		0.7 ms

  





  

    		2023-01-08 08:30:15.636609

    		0.5 ms

  





  

    		2023-01-08 09:30:17.470614

    		0.9 ms

  





  

    		2023-01-08 10:30:18.842496

    		0.2 ms

  





  

    		2023-01-08 11:30:21.376067

    		2.4 ms

  





  

    		2023-01-08 12:30:24.23418

    		-1.2 ms

  





  

    		2023-01-08 13:30:26.871882

    		-0.6 ms

  





  

    		2023-01-08 14:30:29.044039

    		0.8 ms

  





  

    		2023-01-08 15:30:30.661605

    		0.2 ms

  





  

    		2023-01-08 16:30:32.467228

    		0.9 ms

  





  

    		2023-01-08 17:30:33.92733

    		0.3 ms

  





  

    		2023-01-08 18:30:36.366177

    		0.1 ms

  





  

    		2023-01-08 19:30:39.77368

    		-0.3 ms

  





  

    		2023-01-08 20:30:43.402282

    		-2.0 ms

  





  

    		2023-01-08 21:30:44.942123

    		-1.3 ms

  





  

    		2023-01-08 22:30:46.504008

    		0.0 ms

  





  

    		2023-01-08 23:30:48.400254

    		-1.2 ms

  





  

    		2023-01-09 00:30:49.788676

    		1.0 ms

  





  

    		2023-01-09 01:30:53.549774

    		0.5 ms

  





  

    		2023-01-09 02:30:56.706333

    		-0.9 ms

  





  

    		2023-01-09 03:30:58.805816

    		-0.3 ms

  





  

    		2023-01-09 04:31:01.235975

    		0.8 ms

  





  

    		2023-01-09 05:31:04.754438

    		0.3 ms

  





  

    		2023-01-09 06:31:06.206063

    		-1.0 ms

  





  

    		2023-01-09 07:31:08.37493

    		-0.1 ms

  





  

    		2023-01-09 08:31:09.896706

    		3.5 ms

  





  

    		2023-01-09 09:31:11.685036

    		-0.3 ms

  





  

    		2023-01-09 10:31:13.291725

    		-0.4 ms

  





  

    		2023-01-09 11:31:15.972067

    		-0.1 ms

  





  

    		2023-01-09 12:31:18.315357

    		0.1 ms

  





  

    		2023-01-09 13:31:19.843608

    		0.6 ms

  





  

    		2023-01-09 14:31:21.794044

    		-0.5 ms

  





  

    		2023-01-09 15:31:23.20248

    		0.3 ms

  





  

    		2023-01-09 16:31:24.959448

    		0.1 ms

  





  

    		2023-01-09 17:31:26.58196

    		0.1 ms

  





  

    		2023-01-09 18:31:28.587694

    		-0.4 ms

  





  

    		2023-01-09 19:31:30.141437

    		-0.9 ms

  





  

    		2023-01-09 20:31:33.887727

    		-0.5 ms

  





  

    		2023-01-09 21:31:37.372741

    		-0.6 ms

  





  

    		2023-01-09 22:31:40.10619

    		-1.1 ms

  





  

    		2023-01-09 23:31:42.00674

    		-1.1 ms

  





  

    		2023-01-10 00:31:44.033588

    		-2.0 ms

  





  

    		2023-01-10 01:31:45.516916

    		-0.1 ms

  





  

    		2023-01-10 02:31:49.089337

    		-1.2 ms

  





  

    		2023-01-10 03:31:50.523245

    		-0.2 ms

  





  

    		2023-01-10 04:31:53.680499

    		0.6 ms

  





  

    		2023-01-10 05:31:56.33973

    		0.3 ms

  





  

    		2023-01-10 06:31:57.813607

    		1.4 ms

  





  

    		2023-01-10 07:32:00.508643

    		2.9 ms

  





  

    		2023-01-10 08:32:02.09653

    		0.5 ms

  





  

    		2023-01-10 09:32:04.618668

    		0.5 ms

  





  

    		2023-01-10 10:32:06.696224

    		0.8 ms

  





  

    		2023-01-10 11:32:08.580751

    		1.0 ms

  





  

    		2023-01-10 12:32:10.068628

    		0.6 ms

  





  

    		2023-01-10 13:32:11.968295

    		0.3 ms

  





  

    		2023-01-10 14:32:13.393694

    		-0.2 ms

  





  

    		2023-01-10 15:32:16.012403

    		0.8 ms

  





  

    		2023-01-10 16:32:18.866467

    		1.3 ms

  





  

    		2023-01-10 17:32:20.571022

    		-0.7 ms

  





  

    		2023-01-10 18:32:23.534705

    		-1.0 ms

  





  

    		2023-01-10 19:32:25.349027

    		-1.7 ms

  





  

    		2023-01-10 20:32:29.582792

    		-2.4 ms

  





  

    		2023-01-10 21:32:32.511244

    		1.0 ms

  





  

    		2023-01-10 22:32:34.141685

    		-0.5 ms

  





  

    		2023-01-10 23:32:36.280691

    		-2.0 ms

  





  

    		2023-01-11 00:32:39.821827

    		-2.4 ms

  





  

    		2023-01-11 01:32:43.090432

    		-3.4 ms

  





  

    		2023-01-11 02:32:45.693649

    		-1.3 ms

  





  

    		2023-01-11 03:32:47.549589

    		0.0 ms

  





  

    		2023-01-11 04:32:49.954151

    		-0.3 ms

  





  

    		2023-01-11 05:32:53.470049

    		-3.6 ms

  





  

    		2023-01-11 06:32:55.439392

    		1.1 ms

  





  

    		2023-01-11 07:32:56.909376

    		0.2 ms

  





  

    		2023-01-11 08:32:58.4261

    		-0.3 ms

  





  

    		2023-01-11 09:33:00.103122

    		0.6 ms

  





  

    		2023-01-11 10:33:02.217778

    		-0.2 ms

  





  

    		2023-01-11 11:33:03.644289

    		1.0 ms

  





  

    		2023-01-11 12:33:04.976233

    		0.3 ms

  





  

    		2023-01-11 13:33:06.698428

    		0.0 ms

  





  

    		2023-01-11 14:33:08.929533

    		0.7 ms

  





  

    		2023-01-11 15:33:10.822

    		1.5 ms

  





  

    		2023-01-11 16:33:12.323965

    		0.2 ms

  





  

    		2023-01-11 17:33:14.646629

    		-0.5 ms

  





  

    		2023-01-11 18:33:17.841588

    		0.1 ms

  





  

    		2023-01-11 19:33:19.321664

    		0.2 ms

  





  

    		2023-01-11 20:33:21.86753

    		-1.3 ms

  





  

    		2023-01-11 21:33:24.113905

    		-1.2 ms

  





  

    		2023-01-11 22:33:26.868155

    		-1.2 ms

  





  

    		2023-01-11 23:33:29.1714

    		0.0 ms

  





  

    		2023-01-12 00:33:31.299967

    		0.5 ms

  





  

    		2023-01-12 01:33:33.752556

    		-1.6 ms

  





  

    		2023-01-12 02:33:35.824265

    		3.7 ms

  





  

    		2023-01-12 03:33:39.100317

    		8.8 ms

  





  

    		2023-01-12 04:33:42.143598

    		1.3 ms

  





  

    		2023-01-12 05:33:43.571313

    		1.7 ms

  





  

    		2023-01-12 06:33:47.656927

    		-0.2 ms

  





  

    		2023-01-12 07:33:49.825836

    		-0.5 ms

  





  

    		2023-01-12 08:33:52.146185

    		-1.0 ms

  





  

    		2023-01-12 09:33:53.648696

    		0.1 ms

  





  

    		2023-01-12 10:33:55.048849

    		-1.8 ms

  





  

    		2023-01-12 11:33:57.031822

    		-0.7 ms

  





  

    		2023-01-12 12:33:58.833296

    		0.1 ms

  





  

    		2023-01-12 13:34:01.746055

    		-0.5 ms

  





  

    		2023-01-12 14:34:03.547948

    		-0.9 ms

  





  

    		2023-01-12 15:34:06.368336

    		-0.4 ms

  





  

    		2023-01-12 16:34:08.136862

    		-0.4 ms

  





  

    		2023-01-12 17:34:10.80916

    		-0.5 ms

  





  

    		2023-01-12 18:34:14.787929

    		-0.1 ms

  





  

    		2023-01-12 19:34:16.596604

    		0.0 ms

  





  

    		2023-01-12 20:34:18.194752

    		0.5 ms

  





  

    		2023-01-12 21:34:19.756034

    		0.1 ms

  





  

    		2023-01-12 22:34:22.965708

    		-0.4 ms

  





  

    		2023-01-12 23:34:24.438264

    		0.4 ms

  





  

    		2023-01-13 00:34:28.152995

    		-0.4 ms

  





  

    		2023-01-13 01:34:31.394586

    		0.6 ms

  





  

    		2023-01-13 02:34:33.734386

    		1.0 ms

  





  

    		2023-01-13 03:34:36.061919

    		0.6 ms

  





  

    		2023-01-13 04:34:39.217807

    		-1.1 ms

  





  

    		2023-01-13 05:34:41.817504

    		0.0 ms

  





  

    		2023-01-13 06:34:43.292878

    		-0.2 ms

  





  

    		2023-01-13 07:34:44.678007

    		-0.4 ms

  





  

    		2023-01-13 08:34:47.015889

    		0.4 ms

  





  

    		2023-01-13 09:34:49.809517

    		0.0 ms

  





  

    		2023-01-13 10:34:51.562526

    		-0.2 ms

  





  

    		2023-01-13 11:34:53.227621

    		-0.1 ms

  





  

    		2023-01-13 12:34:55.266705

    		-0.1 ms

  





  

    		2023-01-13 13:34:56.852434

    		-0.4 ms

  





  

    		2023-01-13 14:34:58.457386

    		-1.0 ms

  





  

    		2023-01-13 15:34:59.936878

    		0.4 ms

  





  

    		2023-01-13 16:35:01.556638

    		-0.1 ms

  





  

    		2023-01-13 17:35:04.747681

    		-0.5 ms

  





  

    		2023-01-13 18:35:06.263969

    		1.4 ms

  





  

    		2023-01-13 19:35:09.223056

    		-0.4 ms

  





  

    		2023-01-13 20:35:13.291086

    		-0.7 ms

  





  

    		2023-01-13 21:35:15.349113

    		0.4 ms

  





  

    		2023-01-13 22:35:16.822999

    		0.3 ms

  





  

    		2023-01-13 23:35:20.529817

    		-0.1 ms

  





  

    		2023-01-14 00:35:22.847035

    		-0.9 ms

  





  

    		2023-01-14 01:35:24.357045

    		-0.4 ms

  





  

    		2023-01-14 02:35:27.403506

    		-0.4 ms

  





  

    		2023-01-14 03:35:29.177866

    		-0.2 ms

  





  

    		2023-01-14 04:35:31.965888

    		0.3 ms

  





  

    		2023-01-14 05:35:33.718591

    		0.2 ms

  





  

    		2023-01-14 06:35:37.563378

    		0.9 ms

  





  

    		2023-01-14 07:35:39.463822

    		0.9 ms

  





  

    		2023-01-14 08:35:42.213012

    		1.3 ms

  





  

    		2023-01-14 09:35:43.770432

    		0.5 ms

  





  

    		2023-01-14 10:35:46.854874

    		0.5 ms

  





  

    		2023-01-14 11:35:48.386745

    		-0.1 ms

  





  

    		2023-01-14 12:35:50.235105

    		0.1 ms

  





  

    		2023-01-14 13:35:51.943176

    		-1.2 ms

  





  

    		2023-01-14 14:35:54.47356

    		-0.2 ms

  





  

    		2023-01-14 15:35:57.162002

    		-0.7 ms

  





  

    		2023-01-14 16:35:59.663663

    		-1.0 ms

  





  

    		2023-01-14 17:36:02.491958

    		-0.2 ms

  





  

    		2023-01-14 18:36:04.843004

    		-1.1 ms

  





  

    		2023-01-14 19:36:07.796077

    		-0.7 ms

  





  

    		2023-01-14 20:36:11.247941

    		0.8 ms

  





  

    		2023-01-14 21:36:13.357029

    		0.4 ms

  





  

    		2023-01-14 22:36:16.208735

    		0.5 ms

  





  

    		2023-01-14 23:36:18.79221

    		0.2 ms

  





  

    		2023-01-15 00:36:20.412789

    		0.8 ms

  





  

    		2023-01-15 01:36:23.335472

    		0.4 ms

  





  

    		2023-01-15 02:36:25.840226

    		0.1 ms

  





  

    		2023-01-15 03:36:28.716399

    		0.4 ms

  





  

    		2023-01-15 04:36:31.036231

    		0.4 ms

  





  

    		2023-01-15 05:36:32.678

    		1.0 ms

  





  

    		2023-01-15 06:36:34.905799

    		0.5 ms

  





  

    		2023-01-15 07:36:38.090036

    		1.2 ms

  





  

    		2023-01-15 08:36:40.177227

    		0.4 ms

  





  

    		2023-01-15 09:36:43.225137

    		-0.6 ms

  





  

    		2023-01-15 10:36:44.910547

    		1.2 ms

  





  

    		2023-01-15 11:36:46.403175

    		-0.1 ms

  





  

    		2023-01-15 12:36:48.759973

    		-0.2 ms

  





  

    		2023-01-15 13:36:51.135286

    		0.8 ms

  





  

    		2023-01-15 14:36:53.730999

    		0.3 ms

  





  

    		2023-01-15 15:36:56.675322

    		-0.2 ms

  





  

    		2023-01-15 16:36:58.682795

    		0.5 ms

  





  

    		2023-01-15 17:37:01.598918

    		-0.4 ms

  





  

    		2023-01-15 18:37:03.784234

    		1.0 ms

  





  

    		2023-01-15 19:37:05.912784

    		-0.2 ms

  





  

    		2023-01-15 20:37:07.79898

    		-0.8 ms

  





  

    		2023-01-15 21:37:10.129336

    		-0.1 ms

  





  

    		2023-01-15 22:37:13.407266

    		-0.3 ms

  





  

    		2023-01-15 23:37:15.061459

    		-0.7 ms

  





  

    		2023-01-16 00:37:17.81004

    		-0.4 ms

  





  

    		2023-01-16 01:37:20.637388

    		0.3 ms

  





  

    		2023-01-16 02:37:23.770671

    		-0.4 ms

  





  

    		2023-01-16 03:37:27.469156

    		-1.2 ms

  





  

    		2023-01-16 04:37:29.945232

    		-0.4 ms

  





  

    		2023-01-16 05:37:31.614979

    		0.4 ms

  





  

    		2023-01-16 06:37:33.649544

    		-0.3 ms

  





  

    		2023-01-16 07:37:36.040677

    		-0.1 ms

  





  

    		2023-01-16 08:37:39.757449

    		0.6 ms

  





  

    		2023-01-16 09:37:42.845758

    		-0.7 ms

  





  

    		2023-01-16 10:37:45.138735

    		0.4 ms

  





  

    		2023-01-16 11:37:46.916922

    		-0.1 ms

  





  

    		2023-01-16 12:37:48.335735

    		0.0 ms

  





  

    		2023-01-16 13:37:49.967878

    		0.3 ms

  





  

    		2023-01-16 14:37:51.625063

    		1.3 ms

  





  

    		2023-01-16 15:37:53.403653

    		0.5 ms

  





  

    		2023-01-16 16:37:55.121125

    		-1.3 ms

  





  

    		2023-01-16 17:37:57.148582

    		0.0 ms

  





  

    		2023-01-16 18:37:58.951076

    		0.7 ms

  





  

    		2023-01-16 19:38:01.325837

    		1.0 ms

  





  

    		2023-01-16 20:38:03.834043

    		-0.4 ms

  





  

    		2023-01-16 21:38:05.759928

    		-0.7 ms

  





  

    		2023-01-16 22:38:07.266386

    		-1.1 ms

  





  

    		2023-01-16 23:38:09.867815

    		-0.4 ms

  





  

    		2023-01-17 00:38:11.428622

    		0.1 ms

  





  

    		2023-01-17 01:38:13.14051

    		-0.4 ms

  





  

    		2023-01-17 02:38:15.075935

    		0.2 ms

  





  

    		2023-01-17 03:38:17.895461

    		0.0 ms

  





  

    		2023-01-17 04:38:20.071074

    		-0.3 ms

  





  

    		2023-01-17 05:38:21.988085

    		0.4 ms

  





  

    		2023-01-17 06:38:25.426614

    		1.0 ms

  





  

    		2023-01-17 07:38:28.26128

    		0.6 ms

  





  

    		2023-01-17 08:38:29.752972

    		0.7 ms

  





  

    		2023-01-17 09:38:31.186412

    		-0.9 ms

  





  

    		2023-01-17 10:38:32.635439

    		-0.3 ms

  





  

    		2023-01-17 11:38:34.205736

    		1.4 ms

  





  

    		2023-01-17 12:38:35.643052

    		1.0 ms

  





  

    		2023-01-17 13:38:37.673517

    		-0.4 ms

  





  

    		2023-01-17 14:38:39.767095

    		0.1 ms

  





  

    		2023-01-17 15:38:41.234463

    		0.9 ms

  





  

    		2023-01-17 16:38:42.937486

    		1.6 ms

  





  

    		2023-01-17 17:38:44.79192

    		0.4 ms

  





  

    		2023-01-17 18:38:46.301698

    		0.2 ms

  





  

    		2023-01-17 19:38:47.95069

    		0.6 ms

  





  

    		2023-01-17 20:38:50.290671

    		1.3 ms

  





  

    		2023-01-17 21:38:52.456184

    		-0.9 ms

  





  

    		2023-01-17 22:38:54.44257

    		-2.6 ms

  





  

    		2023-01-17 23:38:56.736466

    		-1.9 ms

  





  

    		2023-01-18 00:39:00.321877

    		-0.7 ms

  





  

    		2023-01-18 01:39:02.287631

    		0.2 ms

  





  

    		2023-01-18 02:39:04.133777

    		0.3 ms

  





  

    		2023-01-18 03:39:05.574427

    		-0.7 ms

  





  

    		2023-01-18 04:39:08.312236

    		-0.4 ms

  





  

    		2023-01-18 05:39:11.431702

    		0.2 ms

  





  

    		2023-01-18 06:39:13.264861

    		-0.1 ms

  





  

    		2023-01-18 07:39:16.050309

    		0.9 ms

  





  

    		2023-01-18 08:39:17.500883

    		0.1 ms

  





  

    		2023-01-18 09:39:19.087784

    		0.7 ms

  





  

    		2023-01-18 10:39:20.58846

    		1.2 ms

  





  

    		2023-01-18 11:39:23.003437

    		-0.5 ms

  





  

    		2023-01-18 12:39:24.413691

    		0.0 ms

  





  

    		2023-01-18 13:39:26.82495

    		0.7 ms

  





  

    		2023-01-18 14:39:29.239557

    		0.9 ms

  





  

    		2023-01-18 15:39:30.718617

    		1.4 ms

  





  

    		2023-01-18 16:39:32.471584

    		-1.2 ms

  





  

    		2023-01-18 17:39:34.639426

    		0.2 ms

  





  

    		2023-01-18 18:39:36.442541

    		-0.1 ms

  





  

    		2023-01-18 19:39:38.407075

    		0.7 ms

  





  

    		2023-01-18 20:39:40.387999

    		0.2 ms

  





  

    		2023-01-18 21:39:44.11801

    		-0.1 ms

  





  

    		2023-01-18 22:39:47.147904

    		-0.6 ms

  





  

    		2023-01-18 23:39:51.296147

    		0.5 ms

  





  

    		2023-01-19 00:39:53.635431

    		-1.1 ms

  





  

    		2023-01-19 01:39:55.637794

    		-1.3 ms

  





  

    		2023-01-19 02:39:59.280642

    		0.1 ms

  





  

    		2023-01-19 03:40:01.400859

    		0.5 ms

  





  

    		2023-01-19 04:40:03.906573

    		0.3 ms

  





  

    		2023-01-19 05:40:06.633392

    		-0.3 ms

  





  

    		2023-01-19 06:40:09.339235

    		0.0 ms

  





  

    		2023-01-19 07:40:11.233746

    		-0.4 ms

  





  

    		2023-01-19 08:40:12.910257

    		0.0 ms

  





  

    		2023-01-19 09:40:15.002501

    		0.0 ms

  





  

    		2023-01-19 10:40:17.517554

    		0.9 ms

  





  

    		2023-01-19 11:40:18.951655

    		-0.2 ms

  





  

    		2023-01-19 12:40:20.81305

    		1.2 ms

  





  

    		2023-01-19 13:40:23.699007

    		0.3 ms

  





  

    		2023-01-19 14:40:25.173503

    		0.7 ms

  





  

    		2023-01-19 15:40:27.235284

    		0.1 ms

  





  

    		2023-01-19 16:40:30.503944

    		0.3 ms

  





  

    		2023-01-19 17:40:34.154072

    		-0.2 ms

  





  

    		2023-01-19 18:40:37.194569

    		-0.6 ms

  





  

    		2023-01-19 19:40:38.683062

    		0.7 ms

  





  

    		2023-01-19 20:40:40.456176

    		-0.1 ms

  





  

    		2023-01-19 21:40:44.089567

    		-1.0 ms

  





  

    		2023-01-19 22:40:47.210053

    		-0.3 ms

  





  

    		2023-01-19 23:40:48.726122

    		0.1 ms

  





  

    		2023-01-20 00:40:51.539627

    		0.5 ms

  





  

    		2023-01-20 01:40:54.409168

    		0.0 ms

  





  

    		2023-01-20 02:40:57.000936

    		-0.2 ms

  





  

    		2023-01-20 03:40:59.276881

    		0.6 ms

  





  

    		2023-01-20 04:41:01.970793

    		-0.4 ms

  





  

    		2023-01-20 05:41:04.481896

    		-0.4 ms

  





  

    		2023-01-20 06:41:06.978874

    		-1.0 ms

  





  

    		2023-01-20 07:41:10.39635

    		-0.5 ms

  





  

    		2023-01-20 08:41:12.337597

    		-0.1 ms

  





  

    		2023-01-20 09:41:14.557897

    		0.4 ms

  





  

    		2023-01-20 10:41:16.314748

    		-0.1 ms

  





  

    		2023-01-20 11:41:18.847404

    		-0.9 ms

  





  

    		2023-01-20 12:41:20.427417

    		0.6 ms

  





  

    		2023-01-20 13:41:22.731739

    		1.5 ms

  





  

    		2023-01-20 14:41:25.222292

    		0.8 ms

  





  

    		2023-01-20 15:41:26.763238

    		-0.5 ms

  





  

    		2023-01-20 16:41:30.226688

    		-1.6 ms

  





  

    		2023-01-20 17:41:33.737868

    		-1.6 ms

  





  

    		2023-01-20 18:41:37.135724

    		-1.1 ms

  





  

    		2023-01-20 19:41:40.262626

    		-1.3 ms

  





  

    		2023-01-20 20:41:44.534005

    		-1.2 ms

  





  

    		2023-01-20 21:41:47.199447

    		0.0 ms

  





  

    		2023-01-20 22:41:50.011357

    		0.1 ms

  





  

    		2023-01-20 23:41:51.995003

    		1.3 ms

  





  

    		2023-01-21 00:41:55.363397

    		-0.4 ms

  





  

    		2023-01-21 01:41:57.793012

    		-0.8 ms

  





  

    		2023-01-21 02:42:00.141523

    		-0.4 ms

  





  

    		2023-01-21 03:42:02.298193

    		0.9 ms

  





  

    		2023-01-21 04:42:06.280945

    		0.5 ms

  





  

    		2023-01-21 05:42:08.468475

    		0.7 ms

  





  

    		2023-01-21 06:42:11.20326

    		1.3 ms

  





  

    		2023-01-21 07:42:15.337709

    		0.2 ms

  





  

    		2023-01-21 08:42:16.70718

    		0.3 ms

  





  

    		2023-01-21 09:42:18.294328

    		-0.4 ms

  





  

    		2023-01-21 10:42:21.404185

    		-1.1 ms

  





  

    		2023-01-21 11:42:22.824709

    		0.4 ms

  





  

    		2023-01-21 12:42:24.170033

    		-0.6 ms

  





  

    		2023-01-21 13:42:26.261391

    		-0.2 ms

  





  

    		2023-01-21 14:42:27.915509

    		-1.8 ms

  





  

    		2023-01-21 15:42:29.821655

    		-1.3 ms

  





  

    		2023-01-21 16:42:32.88334

    		-1.7 ms

  





  

    		2023-01-21 17:42:35.503848

    		0.3 ms

  





  

    		2023-01-21 18:42:37.916056

    		1.1 ms

  





  

    		2023-01-21 19:42:40.335091

    		0.4 ms

  





  

    		2023-01-21 20:42:42.389016

    		-0.2 ms

  





  

    		2023-01-21 21:42:45.677325

    		0.5 ms

  





  

    		2023-01-21 22:42:47.788266

    		0.1 ms

  





  

    		2023-01-21 23:42:51.182373

    		-1.1 ms

  





  

    		2023-01-22 00:42:55.127922

    		0.0 ms

  





  

    		2023-01-22 01:42:59.139669

    		0.2 ms

  





  

    		2023-01-22 02:43:00.803794

    		0.0 ms

  





  

    		2023-01-22 03:43:03.657787

    		1.1 ms

  





  

    		2023-01-22 04:43:05.152425

    		0.0 ms

  





  

    		2023-01-22 05:43:08.254893

    		0.0 ms

  





  

    		2023-01-22 06:43:12.262766

    		0.3 ms

  





  

    		2023-01-22 07:43:14.761007

    		0.3 ms

  





  

    		2023-01-22 08:43:17.633966

    		0.3 ms

  





  

    		2023-01-22 09:43:19.569252

    		1.3 ms

  





  

    		2023-01-22 10:43:21.229176

    		0.5 ms

  





  

    		2023-01-22 11:43:24.374916

    		0.1 ms

  





  

    		2023-01-22 12:43:25.986462

    		-0.4 ms

  





  

    		2023-01-22 13:43:28.745904

    		-0.7 ms

  





  

    		2023-01-22 14:43:30.186722

    		0.3 ms

  





  

    		2023-01-22 15:43:31.750949

    		1.5 ms

  





  

    		2023-01-22 16:43:34.469856

    		-0.1 ms

  





  

    		2023-01-22 17:43:36.907789

    		-0.7 ms

  





  

    		2023-01-22 18:43:40.441333

    		0.6 ms

  





  

    		2023-01-22 19:43:43.498296

    		1.1 ms

  





  

    		2023-01-22 20:43:45.196043

    		0.6 ms

  





  

    		2023-01-22 21:43:47.790714

    		0.3 ms

  





  

    		2023-01-22 22:43:49.990174

    		-0.8 ms

  





  

    		2023-01-22 23:43:51.684812

    		-0.2 ms

  





  

    		2023-01-23 00:43:54.222725

    		0.4 ms

  





  

    		2023-01-23 01:43:57.114754

    		-0.4 ms

  





  

    		2023-01-23 02:43:59.170047

    		-0.6 ms

  





  

    		2023-01-23 03:44:02.514243

    		0.3 ms

  





  

    		2023-01-23 04:44:04.574052

    		0.3 ms

  





  

    		2023-01-23 05:44:07.416426

    		-0.8 ms

  





  

    		2023-01-23 06:44:10.259761

    		0.3 ms

  





  

    		2023-01-23 07:44:13.24038

    		0.4 ms

  





  

    		2023-01-23 08:44:15.093707

    		-0.4 ms

  





  

    		2023-01-23 09:44:16.843232

    		0.4 ms

  





  

    		2023-01-23 10:44:18.575355

    		-0.1 ms

  





  

    		2023-01-23 11:44:20.39458

    		-0.7 ms

  





  

    		2023-01-23 12:44:22.158661

    		0.5 ms

  





  

    		2023-01-23 13:44:23.678296

    		1.7 ms

  





  

    		2023-01-23 14:44:25.442165

    		-1.8 ms

  





  

    		2023-01-23 15:44:27.305586

    		-0.7 ms

  





  

    		2023-01-23 16:44:28.896833

    		0.0 ms

  





  

    		2023-01-23 17:44:31.148972

    		-0.1 ms

  





  

    		2023-01-23 18:44:33.879903

    		0.0 ms

  





  

    		2023-01-23 19:44:36.54985

    		0.3 ms

  





  

    		2023-01-23 20:44:39.393866

    		-1.1 ms

  





  

    		2023-01-23 21:44:42.041755

    		-0.5 ms

  





  

    		2023-01-23 22:44:44.091905

    		-0.6 ms

  





  

    		2023-01-23 23:44:46.121008

    		0.3 ms

  





  

    		2023-01-24 00:44:50.101876

    		-1.4 ms

  





  

    		2023-01-24 01:44:51.655621

    		-0.7 ms

  





  

    		2023-01-24 02:44:54.272152

    		0.1 ms

  





  

    		2023-01-24 03:44:58.204834

    		0.9 ms

  





  

    		2023-01-24 04:45:01.36549

    		-1.2 ms

  





  

    		2023-01-24 05:45:03.254248

    		-0.6 ms

  





  

    		2023-01-24 06:45:06.111952

    		0.3 ms

  





  

    		2023-01-24 07:45:08.669827

    		0.3 ms

  





  

    		2023-01-24 08:45:12.08914

    		0.8 ms

  





  

    		2023-01-24 09:45:14.944147

    		0.8 ms

  





  

    		2023-01-24 10:45:16.948174

    		-0.1 ms

  





  

    		2023-01-24 11:45:19.869043

    		0.6 ms

  





  

    		2023-01-24 12:45:21.777741

    		0.0 ms

  





  

    		2023-01-24 13:45:23.165898

    		-0.2 ms

  





  

    		2023-01-24 14:45:25.87951

    		-0.5 ms

  





  

    		2023-01-24 15:45:27.820107

    		0.7 ms

  





  

    		2023-01-24 16:45:29.508453

    		1.1 ms

  





  

    		2023-01-24 17:45:31.505978

    		-0.2 ms

  





  

    		2023-01-24 18:45:34.838984

    		-0.1 ms

  





  

    		2023-01-24 19:45:38.123683

    		-1.4 ms

  





  

    		2023-01-24 20:45:41.975444

    		-0.9 ms

  





  

    		2023-01-24 21:45:45.691964

    		-1.9 ms

  





  

    		2023-01-24 22:45:49.012248

    		0.5 ms

  





  

    		2023-01-24 23:45:52.16458

    		0.3 ms

  





  

    		2023-01-25 00:45:55.790894

    		-0.4 ms

  





  

    		2023-01-25 01:45:58.906793

    		-1.1 ms

  





  

    		2023-01-25 02:46:02.394195

    		-1.4 ms

  





  

    		2023-01-25 03:46:05.572124

    		-1.9 ms

  





  

    		2023-01-25 04:46:08.177012

    		-0.3 ms

  





  

    		2023-01-25 05:46:11.860769

    		0.2 ms

  





  

    		2023-01-25 06:46:13.403047

    		0.9 ms

  





  

    		2023-01-25 07:46:16.306268

    		-0.5 ms

  





  

    		2023-01-25 08:46:17.899671

    		-0.9 ms

  





  

    		2023-01-25 09:46:20.049728

    		-0.5 ms

  





  

    		2023-01-25 10:46:22.014482

    		-0.7 ms

  





  

    		2023-01-25 11:46:24.615933

    		1.0 ms

  





  

    		2023-01-25 12:46:26.03686

    		-1.2 ms

  





  

    		2023-01-25 13:46:27.969817

    		-0.6 ms

  





  

    		2023-01-25 14:46:30.141489

    		-1.1 ms

  





  

    		2023-01-25 15:46:32.253302

    		-0.3 ms

  





  

    		2023-01-25 16:46:34.192655

    		-2.4 ms

  





  

    		2023-01-25 17:46:36.370409

    		0.2 ms

  





  

    		2023-01-25 18:46:37.960024

    		1.1 ms

  





  

    		2023-01-25 19:46:40.763768

    		1.5 ms

  





  

    		2023-01-25 20:46:44.573293

    		-0.6 ms

  





  

    		2023-01-25 21:46:47.116134

    		-0.4 ms

  





  

    		2023-01-25 22:46:48.873551

    		-0.3 ms

  





  

    		2023-01-25 23:46:52.476968

    		-0.3 ms

  





  

    		2023-01-26 00:46:56.091751

    		-0.1 ms

  





  

    		2023-01-26 01:46:58.713691

    		0.3 ms

  





  

    		2023-01-26 02:47:01.514476

    		-0.1 ms

  





  

    		2023-01-26 03:47:04.555447

    		1.2 ms

  





  

    		2023-01-26 04:47:06.362971

    		-0.8 ms

  





  

    		2023-01-26 05:47:08.034532

    		-0.7 ms

  





  

    		2023-01-26 06:47:10.170251

    		-0.7 ms

  





  

    		2023-01-26 07:47:13.192601

    		1.8 ms

  





  

    		2023-01-26 08:47:14.695162

    		0.2 ms

  





  

    		2023-01-26 09:47:16.491951

    		0.5 ms

  





  

    		2023-01-26 10:47:18.796375

    		0.1 ms

  





  

    		2023-01-26 11:47:21.118075

    		-0.6 ms

  





  

    		2023-01-26 12:47:23.957561

    		0.6 ms

  





  

    		2023-01-26 13:47:26.07791

    		2.0 ms

  





  

    		2023-01-26 14:47:28.87746

    		-0.4 ms

  





  

    		2023-01-26 15:47:31.398925

    		1.4 ms

  





  

    		2023-01-26 16:47:33.099175

    		0.6 ms

  





  

    		2023-01-26 17:47:35.913985

    		0.3 ms

  





  

    		2023-01-26 18:47:38.71481

    		-0.5 ms

  





  

    		2023-01-26 19:47:40.686689

    		-0.3 ms

  





  

    		2023-01-26 20:47:42.368732

    		1.1 ms

  





  

    		2023-01-26 21:47:43.947468

    		-0.6 ms

  





  

    		2023-01-26 22:47:46.807852

    		-0.3 ms

  





  

    		2023-01-26 23:47:49.426923

    		0.1 ms

  





  

    		2023-01-27 00:47:51.794297

    		-0.5 ms

  





  

    		2023-01-27 01:47:55.629716

    		-0.7 ms

  





  

    		2023-01-27 02:47:57.931957

    		0.4 ms

  





  

    		2023-01-27 03:48:01.522932

    		0.9 ms

  





  

    		2023-01-27 04:48:05.224669

    		0.5 ms

  





  

    		2023-01-27 05:48:07.032024

    		-0.2 ms

  





  

    		2023-01-27 06:48:08.552472

    		0.6 ms

  





  

    		2023-01-27 07:48:10.977186

    		-0.1 ms

  





  

    		2023-01-27 08:48:12.836487

    		1.4 ms

  





  

    		2023-01-27 09:48:14.650073

    		2.3 ms

  





  

    		2023-01-27 10:48:18.050612

    		0.8 ms

  





  

    		2023-01-27 11:48:21.092384

    		0.7 ms

  





  

    		2023-01-27 12:48:22.718814

    		-1.2 ms

  





  

    		2023-01-27 13:48:25.259536

    		0.0 ms

  





  

    		2023-01-27 14:48:28.411956

    		0.0 ms

  





  

    		2023-01-27 15:48:31.733182

    		0.6 ms

  





  

    		2023-01-27 16:48:34.700329

    		1.4 ms

  





  

    		2023-01-27 17:48:37.990824

    		0.8 ms

  





  

    		2023-01-27 18:48:41.343701

    		0.6 ms

  





  

    		2023-01-27 19:48:45.607113

    		0.3 ms

  





  

    		2023-01-27 20:48:47.493166

    		-0.1 ms

  





  

    		2023-01-27 21:48:51.254019

    		0.8 ms

  





  

    		2023-01-27 22:48:53.929738

    		0.2 ms

  





  

    		2023-01-27 23:48:57.298685

    		0.9 ms

  





  

    		2023-01-28 00:49:00.524913

    		1.0 ms

  





  

    		2023-01-28 01:49:03.643836

    		-0.7 ms

  





  

    		2023-01-28 02:49:06.669884

    		-1.6 ms

  





  

    		2023-01-28 03:49:09.899572

    		0.7 ms

  





  

    		2023-01-28 04:49:12.802672

    		1.3 ms

  





  

    		2023-01-28 05:49:16.05568

    		3.0 ms

  





  

    		2023-01-28 06:49:19.304516

    		1.8 ms

  





  

    		2023-01-28 07:49:22.772026

    		-0.1 ms

  





  

    		2023-01-28 08:49:24.220716

    		1.0 ms

  





  

    		2023-01-28 09:49:26.090726

    		2.1 ms

  





  

    		2023-01-28 10:49:28.099939

    		-0.8 ms

  





  

    		2023-01-28 11:49:29.707594

    		3.2 ms

  





  

    		2023-01-28 12:49:31.150394

    		3.2 ms

  





  

    		2023-01-28 13:49:33.415177

    		0.9 ms

  





  

    		2023-01-28 14:49:36.559447

    		0.3 ms

  





  

    		2023-01-28 15:49:39.073441

    		0.4 ms

  





  

    		2023-01-28 16:49:40.890304

    		0.2 ms

  





  

    		2023-01-28 17:49:43.396565

    		0.0 ms

  





  

    		2023-01-28 18:49:45.394309

    		0.2 ms

  





  

    		2023-01-28 19:49:49.10973

    		0.7 ms

  





  

    		2023-01-28 20:49:52.657698

    		0.6 ms

  





  

    		2023-01-28 21:49:55.425785

    		0.0 ms

  





  

    		2023-01-28 22:49:57.116515

    		0.3 ms

  





  

    		2023-01-28 23:50:00.222885

    		-0.8 ms

  





  

    		2023-01-29 00:50:02.99751

    		0.2 ms

  





  

    		2023-01-29 01:50:05.946147

    		-0.6 ms

  





  

    		2023-01-29 02:50:08.864323

    		-1.4 ms

  





  

    		2023-01-29 03:50:11.656163

    		-0.4 ms

  





  

    		2023-01-29 04:50:14.625237

    		-0.7 ms

  





  

    		2023-01-29 05:50:17.70467

    		0.5 ms

  





  

    		2023-01-29 06:50:21.210589

    		-0.8 ms

  





  

    		2023-01-29 07:50:24.446746

    		-0.2 ms

  





  

    		2023-01-29 08:50:27.68252

    		-0.4 ms

  





  

    		2023-01-29 09:50:29.297416

    		0.4 ms

  





  

    		2023-01-29 10:50:30.795201

    		1.7 ms

  





  

    		2023-01-29 11:50:32.5202

    		1.1 ms

  





  

    		2023-01-29 12:50:34.469126

    		0.4 ms

  





  

    		2023-01-29 13:50:37.174979

    		0.2 ms

  





  

    		2023-01-29 14:50:39.742217

    		-1.1 ms

  





  

    		2023-01-29 15:50:42.90984

    		0.7 ms

  





  

    		2023-01-29 16:50:46.116399

    		-1.0 ms

  





  

    		2023-01-29 17:50:49.276302

    		-1.1 ms

  





  

    		2023-01-29 18:50:52.475513

    		-0.4 ms

  





  

    		2023-01-29 19:50:56.532158

    		-0.7 ms

  





  

    		2023-01-29 20:50:59.286709

    		-0.8 ms

  





  

    		2023-01-29 21:51:02.751276

    		-1.0 ms

  





  

    		2023-01-29 22:51:05.600011

    		-1.0 ms

  





  

    		2023-01-29 23:51:07.514975

    		0.1 ms

  





  

    		2023-01-30 00:51:10.362846

    		1.2 ms

  





  

    		2023-01-30 01:51:13.795386

    		2.0 ms

  





  

    		2023-01-30 02:51:17.013844

    		1.0 ms

  





  

    		2023-01-30 03:51:19.693499

    		-0.5 ms

  





  

    		2023-01-30 04:51:22.952197

    		-0.4 ms

  





  

    		2023-01-30 05:51:26.644954

    		-0.1 ms

  





  

    		2023-01-30 06:51:29.796329

    		-0.1 ms

  





  

    		2023-01-30 07:51:32.902442

    		0.9 ms

  





  

    		2023-01-30 08:51:34.482265

    		0.0 ms

  





  

    		2023-01-30 09:51:36.039012

    		-0.6 ms

  





  

    		2023-01-30 10:51:37.884248

    		1.2 ms

  





  

    		2023-01-30 11:51:39.347213

    		0.4 ms

  





  

    		2023-01-30 12:51:41.389673

    		2.4 ms

  





  

    		2023-01-30 13:51:43.076636

    		1.7 ms

  





  

    		2023-01-30 14:51:45.016877

    		0.1 ms

  





  

    		2023-01-30 15:51:47.297751

    		0.5 ms

  





  

    		2023-01-30 16:51:48.988027

    		0.0 ms

  





  

    		2023-01-30 17:51:51.55799

    		-0.1 ms

  





  

    		2023-01-30 18:51:54.991719

    		0.5 ms

  





  

    		2023-01-30 19:51:58.024013

    		-0.6 ms

  





  

    		2023-01-30 20:51:59.513336

    		-0.1 ms

  





  

    		2023-01-30 21:52:01.363908

    		0.6 ms

  





  

    		2023-01-30 22:52:03.76998

    		0.2 ms

  





  

    		2023-01-30 23:52:07.302118

    		-0.3 ms

  





  

    		2023-01-31 00:52:11.023004

    		-2.2 ms

  





  

    		2023-01-31 01:52:13.786509

    		-1.4 ms

  





  

    		2023-01-31 02:52:16.665231

    		-0.5 ms

  





  

    		2023-01-31 03:52:19.494111

    		1.0 ms

  





  

    		2023-01-31 04:52:23.104466

    		0.5 ms

  





  

    		2023-01-31 05:52:26.540369

    		0.7 ms

  





  

    		2023-01-31 06:52:29.245457

    		0.2 ms

  





  

    		2023-01-31 07:52:31.207341

    		0.2 ms

  





  

    		2023-01-31 08:52:32.913701

    		0.5 ms

  





  

    		2023-01-31 09:52:34.522652

    		-0.3 ms

  





  

    		2023-01-31 10:52:36.714551

    		-0.4 ms

  





  

    		2023-01-31 11:52:38.228161

    		-0.5 ms

  





  

    		2023-01-31 12:52:39.756742

    		-0.5 ms

  





  

    		2023-01-31 13:52:41.730521

    		0.0 ms

  





  

    		2023-01-31 14:52:43.102495

    		0.7 ms

  





  

    		2023-01-31 15:52:45.294203

    		1.6 ms

  





  

    		2023-01-31 16:52:46.832633

    		0.4 ms

  





  

    		2023-01-31 17:52:49.318399

    		0.4 ms

  





  

    		2023-01-31 18:52:52.355207

    		-0.9 ms

  





  

    		2023-01-31 19:52:55.52807

    		-0.1 ms

  





  

    		2023-01-31 20:52:58.644639

    		-1.7 ms

  





  

    		2023-01-31 21:53:01.146949

    		-0.8 ms

  





  

    		2023-01-31 22:53:02.849196

    		0.2 ms

  





  

    		2023-01-31 23:53:04.470776

    		-0.5 ms

  





  

    		2023-02-01 00:53:06.686089

    		-0.1 ms

  





  

    		2023-02-01 01:53:10.413482

    		-0.6 ms

  





  

    		2023-02-01 02:53:13.917306

    		0.4 ms

  





  

    		2023-02-01 03:53:17.280308

    		0.1 ms

  





  

    		2023-02-01 04:53:20.876651

    		-0.3 ms

  





  

    		2023-02-01 05:53:24.303721

    		-0.6 ms

  





  

    		2023-02-01 06:53:27.902605

    		-0.7 ms

  





  

    		2023-02-01 07:53:29.784752

    		0.2 ms

  





  

    		2023-02-01 08:53:31.825969

    		0.0 ms

  





  

    		2023-02-01 09:53:33.646635

    		-0.2 ms

  





  

    		2023-02-01 10:53:35.665058

    		-0.3 ms

  





  

    		2023-02-01 11:53:37.306694

    		0.2 ms

  





  

    		2023-02-01 12:53:38.810581

    		-1.6 ms

  





  

    		2023-02-01 13:53:40.917087

    		-0.5 ms

  





  

    		2023-02-01 14:53:42.652469

    		-0.7 ms

  





  

    		2023-02-01 15:53:45.633191

    		0.1 ms

  





  

    		2023-02-01 16:53:48.84331

    		-0.3 ms

  





  

    		2023-02-01 17:53:50.888133

    		-0.6 ms

  





  

    		2023-02-01 18:53:54.586657

    		-0.5 ms

  





  

    		2023-02-01 19:53:57.349472

    		-0.1 ms

  





  

    		2023-02-01 20:53:59.729986

    		-0.1 ms

  





  

    		2023-02-01 21:54:02.640087

    		-0.9 ms

  





  

    		2023-02-01 22:54:06.26329

    		-0.5 ms

  





  

    		2023-02-01 23:54:10.13027

    		0.7 ms

  





  

    		2023-02-02 00:54:13.537145

    		0.7 ms

  





  

    		2023-02-02 01:54:16.719716

    		-1.4 ms

  





  

    		2023-02-02 02:54:20.491099

    		-0.8 ms

  





  

    		2023-02-02 03:54:23.375812

    		-1.2 ms

  





  

    		2023-02-02 04:54:26.281265

    		-1.3 ms

  





  

    		2023-02-02 05:54:29.525938

    		0.5 ms

  





  

    		2023-02-02 06:54:32.301784

    		1.3 ms

  





  

    		2023-02-02 07:54:34.031278

    		0.0 ms

  





  

    		2023-02-02 08:54:36.306204

    		-0.3 ms

  





  

    		2023-02-02 09:54:38.450391

    		-0.5 ms

  





  

    		2023-02-02 10:54:40.932538

    		0.4 ms

  





  

    		2023-02-02 11:54:42.602836

    		-0.3 ms

  





  

    		2023-02-02 12:54:45.091156

    		-0.7 ms

  





  

    		2023-02-02 13:54:47.034824

    		-0.6 ms

  





  

    		2023-02-02 14:54:50.864985

    		-0.4 ms

  





  

    		2023-02-02 15:54:52.991691

    		-1.1 ms

  





  

    		2023-02-02 16:54:55.122248

    		-1.9 ms

  





  

    		2023-02-02 17:54:57.420764

    		-0.8 ms

  





  

    		2023-02-02 18:54:59.873913

    		0.1 ms

  





  

    		2023-02-02 19:55:01.404586

    		0.1 ms

  





  

    		2023-02-02 20:55:02.865295

    		0.7 ms

  





  

    		2023-02-02 21:55:05.883369

    		0.1 ms

  





  

    		2023-02-02 22:55:08.654816

    		-0.5 ms

  





  

    		2023-02-02 23:55:10.591968

    		-0.4 ms

  





  

    		2023-02-03 00:55:13.485772

    		-0.4 ms

  





  

    		2023-02-03 01:55:16.570382

    		-0.2 ms

  





  

    		2023-02-03 02:55:19.235876

    		-0.1 ms

  





  

    		2023-02-03 03:55:20.951066

    		0.0 ms

  





  

    		2023-02-03 04:55:22.428644

    		-0.2 ms

  





  

    		2023-02-03 05:55:25.669242

    		1.6 ms

  





  

    		2023-02-03 06:55:27.458592

    		0.4 ms

  





  

    		2023-02-03 07:55:29.811051

    		0.8 ms

  





  

    		2023-02-03 08:55:31.724941

    		1.3 ms

  





  

    		2023-02-03 09:55:35.107622

    		-1.2 ms

  





  

    		2023-02-03 10:55:37.353193

    		0.3 ms

  





  

    		2023-02-03 11:55:39.081126

    		-0.4 ms

  





  

    		2023-02-03 12:55:41.854099

    		-0.4 ms

  





  

    		2023-02-03 13:55:44.446262

    		-1.0 ms

  





  

    		2023-02-03 14:55:46.81545

    		-0.6 ms

  





  

    		2023-02-03 15:55:48.579406

    		0.5 ms

  





  

    		2023-02-03 16:55:51.189598

    		1.0 ms

  





  

    		2023-02-03 17:55:54.849822

    		-0.9 ms

  





  

    		2023-02-03 18:55:57.592491

    		-0.4 ms

  





  

    		2023-02-03 19:55:59.337737

    		-1.3 ms

  





  

    		2023-02-03 20:56:02.447442

    		1.8 ms

  





  

    		2023-02-03 21:56:05.442785

    		-0.1 ms

  





  

    		2023-02-03 22:56:08.181563

    		5.1 ms

  





  

    		2023-02-03 23:56:11.859378

    		0.2 ms

  





  

    		2023-02-04 00:56:14.888402

    		0.2 ms

  





  

    		2023-02-04 01:56:17.089455

    		0.2 ms

  





  

    		2023-02-04 02:56:20.716781

    		-2.7 ms

  





  

    		2023-02-04 03:56:24.344594

    		-0.3 ms

  





  

    		2023-02-04 04:56:28.548483

    		-0.9 ms

  





  

    		2023-02-04 05:56:30.272994

    		0.4 ms

  





  

    		2023-02-04 06:56:32.590773

    		-0.6 ms

  





  

    		2023-02-04 07:56:35.572039

    		-0.3 ms

  





  

    		2023-02-04 08:56:36.973727

    		0.7 ms

  





  

    		2023-02-04 09:56:38.93433

    		0.0 ms

  





  

    		2023-02-04 10:56:41.147633

    		-1.1 ms

  





  

    		2023-02-04 11:56:43.732827

    		-0.1 ms

  





  

    		2023-02-04 12:56:46.56352

    		0.6 ms

  





  

    		2023-02-04 13:56:49.503899

    		-0.2 ms

  





  

    		2023-02-04 14:56:51.049968

    		0.0 ms

  





  

    		2023-02-04 15:56:52.453626

    		0.3 ms

  





  

    		2023-02-04 16:56:53.83097

    		0.0 ms

  





  

    		2023-02-04 17:56:56.833643

    		0.0 ms

  





  

    		2023-02-04 18:56:58.759948

    		-2.1 ms

  





  

    		2023-02-04 19:57:00.445332

    		0.0 ms

  





  

    		2023-02-04 20:57:03.324928

    		-0.1 ms

  





  

    		2023-02-04 21:57:05.164317

    		-0.8 ms

  





  

    		2023-02-04 22:57:06.67067

    		-0.2 ms

  





  

    		2023-02-04 23:57:10.40924

    		0.0 ms

  





  

    		2023-02-05 00:57:13.867079

    		-0.2 ms

  





  

    		2023-02-05 01:57:17.311849

    		1.5 ms

  





  

    		2023-02-05 02:57:19.568582

    		1.4 ms

  





  

    		2023-02-05 03:57:22.826038

    		0.7 ms

  





  

    		2023-02-05 04:57:25.746093

    		-0.5 ms

  





  

    		2023-02-05 05:57:28.887075

    		-1.5 ms

  





  

    		2023-02-05 06:57:31.388005

    		2.4 ms

  





  

    		2023-02-05 07:57:33.417111

    		2.6 ms

  





  

    		2023-02-05 08:57:35.400706

    		0.1 ms

  





  

    		2023-02-05 09:57:36.89017

    		0.8 ms

  





  

    		2023-02-05 10:57:40.10064

    		0.5 ms

  





  

    		2023-02-05 11:57:42.206934

    		1.5 ms

  





  

    		2023-02-05 12:57:43.544207

    		0.1 ms

  





  

    		2023-02-05 13:57:45.640357

    		0.3 ms

  





  

    		2023-02-05 14:57:48.424323

    		-0.7 ms

  





  

    		2023-02-05 15:57:51.123406

    		1.2 ms

  





  

    		2023-02-05 16:57:53.189802

    		-0.9 ms

  





  

    		2023-02-05 17:57:54.751606

    		-1.2 ms

  





  

    		2023-02-05 18:57:57.87903

    		-0.2 ms

  





  

    		2023-02-05 19:57:59.984792

    		0.0 ms

  





  

    		2023-02-05 20:58:01.44282

    		0.4 ms

  





  

    		2023-02-05 21:58:04.721519

    		0.3 ms

  





  

    		2023-02-05 22:58:08.280129

    		0.4 ms

  





  

    		2023-02-05 23:58:12.006407

    		-0.3 ms

  





  

    		2023-02-06 00:58:15.709217

    		0.8 ms

  





  

    		2023-02-06 01:58:17.621789

    		-0.1 ms

  





  

    		2023-02-06 02:58:20.415858

    		0.4 ms

  





  

    		2023-02-06 03:58:23.747899

    		0.6 ms

  





  

    		2023-02-06 04:58:27.431637

    		-0.7 ms

  





  

    		2023-02-06 05:58:30.765176

    		0.1 ms

  





  

    		2023-02-06 06:58:32.678847

    		1.7 ms

  





  

    		2023-02-06 07:58:34.580667

    		3.4 ms

  





  

    		2023-02-06 08:58:36.279509

    		-1.2 ms

  





  

    		2023-02-06 09:58:37.691312

    		0.4 ms

  





  

    		2023-02-06 10:58:39.346946

    		0.7 ms

  





  

    		2023-02-06 11:58:41.837603

    		-1.1 ms

  





  

    		2023-02-06 12:58:43.24041

    		-0.9 ms

  





  

    		2023-02-06 13:58:45.669696

    		-1.2 ms

  





  

    		2023-02-06 14:58:47.687398

    		0.0 ms

  





  

    		2023-02-06 15:58:50.203335

    		0.6 ms

  





  

    		2023-02-06 16:58:52.057883

    		0.8 ms

  





  

    		2023-02-06 17:58:53.911974

    		-0.1 ms

  





  

    		2023-02-06 18:58:56.504021

    		-0.8 ms

  





  

    		2023-02-06 19:58:59.535956

    		-1.4 ms

  





  

    		2023-02-06 20:59:02.478893

    		-0.6 ms

  





  

    		2023-02-06 21:59:05.18585

    		1.4 ms

  





  

    		2023-02-06 22:59:07.633005

    		0.6 ms

  





  

    		2023-02-06 23:59:10.530187

    		0.4 ms

  





  

    		2023-02-07 00:59:12.850372

    		0.7 ms

  





  

    		2023-02-07 01:59:15.297719

    		0.6 ms

  





  

    		2023-02-07 02:59:18.223338

    		0.3 ms

  





  

    		2023-02-07 03:59:20.509104

    		-0.9 ms

  





  

    		2023-02-07 04:59:23.793502

    		-0.2 ms

  





  

    		2023-02-07 05:59:27.141558

    		1.0 ms

  





  

    		2023-02-07 06:59:29.582444

    		0.4 ms

  





  

    		2023-02-07 07:59:31.406399

    		0.5 ms

  





  

    		2023-02-07 08:59:33.535231

    		0.3 ms

  





  

    		2023-02-07 09:59:35.22818

    		0.9 ms

  





  

    		2023-02-07 10:59:37.625602

    		0.5 ms

  





  

    		2023-02-07 11:59:40.232691

    		-0.3 ms

  





  

    		2023-02-07 12:59:42.701202

    		0.4 ms

  





  

    		2023-02-07 13:59:44.832043

    		-0.7 ms

  





  

    		2023-02-07 14:59:47.350001

    		-0.1 ms

  





  

    		2023-02-07 15:59:49.936487

    		-0.1 ms

  





  

    		2023-02-07 16:59:51.985925

    		-0.9 ms

  





  

    		2023-02-07 17:59:54.013314

    		-1.9 ms

  





  

    		2023-02-07 18:59:56.601889

    		-0.8 ms

  





  

    		2023-02-07 19:59:59.635806

    		-0.2 ms

  





  

    		2023-02-07 21:00:02.307964

    		-1.0 ms

  





  

    		2023-02-07 22:00:05.317399

    		0.9 ms

  





  

    		2023-02-07 23:00:08.182154

    		0.5 ms

  





  

    		2023-02-08 00:00:11.272601

    		0.0 ms

  





  

    		2023-02-08 01:00:13.778516

    		-1.9 ms

  





  

    		2023-02-08 02:00:15.983519

    		-1.0 ms

  





  

    		2023-02-08 03:00:17.990311

    		-0.5 ms

  





  

    		2023-02-08 04:00:21.451184

    		0.2 ms

  





  

    		2023-02-08 05:00:24.310888

    		-0.1 ms

  





  

    		2023-02-08 06:00:27.419591

    		0.2 ms

  





  

    		2023-02-08 07:00:30.578163

    		-0.4 ms

  





  

    		2023-02-08 08:00:32.425763

    		-0.3 ms

  





  

    		2023-02-08 09:00:34.821804

    		-0.3 ms

  





  

    		2023-02-08 10:00:36.792406

    		-6.3 ms

  





  

    		2023-02-08 11:00:38.395857

    		0.9 ms

  





  

    		2023-02-08 12:00:39.979379

    		-0.1 ms

  





  

    		2023-02-08 13:00:42.125482

    		0.8 ms

  





  

    		2023-02-08 14:00:44.4431

    		0.3 ms

  





  

    		2023-02-08 15:00:46.760211

    		1.4 ms

  





  

    		2023-02-08 16:00:48.747135

    		-2.5 ms

  





  

    		2023-02-08 17:00:51.53153

    		0.6 ms

  





  

    		2023-02-08 18:00:54.851998

    		1.5 ms

  





  

    		2023-02-08 19:00:56.476941

    		1.4 ms

  





  

    		2023-02-08 20:00:58.800388

    		0.1 ms

  





  

    		2023-02-08 21:01:00.532352

    		-0.6 ms

  





  

    		2023-02-08 22:01:04.19664

    		-0.5 ms

  





  

    		2023-02-08 23:01:07.855

    		-1.4 ms

  





  

    		2023-02-09 00:01:11.080039

    		-0.4 ms

  





  

    		2023-02-09 01:01:13.714918

    		-1.5 ms

  





  

    		2023-02-09 02:01:16.638371

    		-2.2 ms

  





  

    		2023-02-09 03:01:19.519663

    		-2.1 ms

  





  

    		2023-02-09 04:01:22.79648

    		-0.6 ms

  





  

    		2023-02-09 05:01:25.591807

    		-0.1 ms

  





  

    		2023-02-09 06:01:28.87921

    		0.6 ms

  





  

    		2023-02-09 07:01:32.578429

    		0.0 ms

  





  

    		2023-02-09 08:01:35.581275

    		0.0 ms

  





  

    		2023-02-09 09:01:38.603076

    		0.0 ms

  





  

    		2023-02-09 10:01:41.3517

    		0.3 ms

  





  

    		2023-02-09 11:01:43.242332

    		0.2 ms

  





  

    		2023-02-09 12:01:44.878828

    		0.3 ms

  





  

    		2023-02-09 13:01:47.159413

    		1.2 ms

  





  

    		2023-02-09 14:01:50.047321

    		0.6 ms

  





  

    		2023-02-09 15:01:52.170961

    		-0.2 ms

  





  

    		2023-02-09 16:01:53.678769

    		0.6 ms

  





  

    		2023-02-09 17:01:56.060437

    		-0.3 ms

  





  

    		2023-02-09 18:01:57.456956

    		-2.7 ms

  





  

    		2023-02-09 19:01:59.787373

    		-1.4 ms

  





  

    		2023-02-09 20:02:03.418214

    		0.7 ms

  





  

    		2023-02-09 21:02:06.89294

    		-0.5 ms

  





  

    		2023-02-09 22:02:10.263165

    		-0.7 ms

  





  

    		2023-02-09 23:02:12.314926

    		0.4 ms

  





  

    		2023-02-10 00:02:13.794976

    		-0.1 ms

  





  

    		2023-02-10 01:02:16.560299

    		0.5 ms

  





  

    		2023-02-10 02:02:19.176221

    		0.2 ms

  





  

    		2023-02-10 03:02:22.063916

    		0.5 ms

  





  

    		2023-02-10 04:02:24.968478

    		1.1 ms

  





  

    		2023-02-10 05:02:27.74769

    		0.5 ms

  





  

    		2023-02-10 06:02:31.748608

    		0.2 ms

  





  

    		2023-02-10 07:02:34.753001

    		0.6 ms

  





  

    		2023-02-10 08:02:38.169491

    		0.2 ms

  





  

    		2023-02-10 09:02:41.510447

    		0.3 ms

  





  

    		2023-02-10 10:02:43.231273

    		1.9 ms

  





  

    		2023-02-10 11:02:46.730164

    		-0.6 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-02-06 14:16:25.064 UTC

    		90.227.92.137

    		Anneli Arohlén (AA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-02-06 14:16:57.136 UTC

    		90.227.92.137

    		Anneli Arohlén (AA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-01-19 15:58:20 UTC.

  

  

    		2023-02-06 14:25:34.712 UTC

    		185.184.94.115

    		Ellen Holm (EH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-02-06 14:28:59.355 UTC

    		185.184.94.115

    		Ellen Holm (EH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-01-19 15:58:20 UTC.

  

  

    		2023-02-10 11:01:54.76 UTC

    		80.217.95.187

    		Leonardo Rhedin (LR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-02-10 11:04:01.684 UTC

    		80.217.95.187

    		Leonardo Rhedin (LR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-01-27 13:38:32 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence quality of Scrive e-signed documents
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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